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Wireless sensor networks

» ““Recent advances in micro-electro-mechanical systems (MEMS) technology, wire-
less communications, and digital electronics have enabled the development of low
cost, low-power, multifunctional sensor nodes that are small in size and commu-
nicate untethered in short distances.” [AkK]

» Sensegphenomenavith awide spectra:

e temperaturehumidity, pressure
* mechanicaktress
» positionspeedanddirectionof anobject

» Advantageof WSNs: samplinglocally a eld, with spatialresolutiondepending
onthesensomnodesdensity

» Temporalresolution:eachsensoicanreportatime seriesof data
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Wireless sensor networks

» Applications:environmentalmonitoring,military (surweillance tracking),health
monitoring,homeautomation..

.+ Typicalfeaturegequiredto sensors:

* cheap:< 1 $ persensor

« extremelylow powered

* thesmallerthebetter

o supportvery densadeployment

» easeof deployment(oftencalledself-oiganization)

» Oncedeployed, maintainanceshouldbe minimal
. If costpermits,betterreplace/addhen units

» Poawverconsumptionsensingprocessingandcommunications.
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Sensors nodes - Building Health Monitoring

courtesy of Ing. David Tacconi

Application: TorreAquila - Trento,his-
torical building

Remotesener collectingdataon: tem-
perature,pressureand misallignement
of building structure

Sensomnode:CrossBav Mica Mote

Sensingooard: xy accelometemicro-
phonetermometer

Node mountingfull OS: Tiny-OS UC
Berkely
« Radiomessaging
» Multi-hoppingfrom moteto mote
e Low powver modes

e Sensomeasurementand signal
processin@gf externalperipherals
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Sensor nodes - Building Health Monitoring

courtesy of David Tacconi

Development:nesConthe PC

Basestation: allows the aggreation of
sensomnetwork dataontoa PC

Basestationactsasa sink

Accelometershootswhen perturbation
oCcurs

Avoid wasting resourcedor “‘normal
conditions’: run-lengthencodedlata
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Directed diffusion

» Sensometwork achitecturas data centric
» Directeddiffusion[Es1,Es2].referencearadigm
» Sensorexecutecertaintasks referencedccordingo prede nedattributes

» Elementsof directeddiffusion [Es1]: interestshamesdatamessagegradients
andreinforcements

. Iterestmessagegeneratedt sinks:

type = wheeled vehicle // detect vehicle location
interval = 20 ms// send events every 20 ms
duration = 10 seconds // for the next 10 seconds

rect = [-100, 100, 200, 400] // from sensors within rectangle
» Datamessagearegeneratedby sensorsespondingo interests:

type = wheeled vehicle /[ type of vehicle seen
instance = truck // instance of this type
location = [125, 220] /[ node location

intensity = 0.6 // signal amplitude measure
confidence = 0.85 // confidence in the match

timestamp = 01:20:40 /I event generation time
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Directed diffusion

» No source-destinatiopairsasin IP

» Kind of semantic addressing matching
theapplication

Soure » Sink nodeexpressinterest propag@ting
----- (AN

O\ il aquery(initial ooding)

— >0 Sink
L} -,
Stortleér%tt(?rest Q\—" 7 o _ _ .
4 N » Initial gradientsetupis exploratory i.e.

low updateraterequested

» Any potentialsourcenodestoregheen-
try in alocalcache

Source

» +/- Reinforcemenbf routes

» Loopavoidance
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Conveying data

» Corveying dataacrosshe network becomeghe rst stepin orderto make them
availableatthesink: we would like to make it “efficiently”

» Fromtheapplicationrdownto thebit transmissiongollectingdatain penasve/sensorized
environments:Whereis the bottleneck?

» Whatwe dowantfrom the network architecturaes

* No needfor x edtopology

» Mobile unitsdo take partto the network topology
e No wiring

e Easyreplacement/maintainance

» Also, we would like to be free to add/replace/switch-bfas mary nodesaswe
wantwith no needfor recon guration

» But, packingall this nicefeaturesaltogheteusuallyhasaprice... ef ciency

» Not enough:devicesshouldlastthe longestthe possible,i.e., make a parsimo-
nioususeof batteries.



“Pervasive communication environments: the BIONETS perspective” 8/56

Routing
. Traditionaltechniguedor ad-hocnetworks

* Flooding: robust and fast but expensve; MAC problemswith broadcast
(ex. 802.11)

» Proactve RoutingTechniquesdeterminaoutesindependentf trafc pat-
tern. Destination-Sequencdaistance-éctor(DSDV)(Bellman-Ford)

» hodesmaintaineachdestinationn network,
. controltrafc

« Reactve: determinerouteswhenneeded DynamicSourceRoutin (DSR),
Ad-Hoc on demandDistanceVectorrouting (AODV)

» sourcenodebroadcastsouterequespacletsRREQsS
» destinatiomandintermediatenodewith reply RREPpaclets
» routemetrics:hops,link quality ...

» Not suitablefor sensornetwors: enegy constraintsthe applicability of route
maintainancetopologysimply “aslept”

» Directeddiffusion: datacentricparadigmgKamSuney]
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MAC solutions

TDMA/FDMA: requiressyncronizatiorandschedulingcollisionfree

| 4

>

RandomAccessALOHA): slot-lessor slotted
» Carriersensamultiple accesgCSMA): slottedor slot-less

Polling: master/shae

>

Problem:idle listeningconsumes lot of enepgy

Solutions:sleepasmuchaspossible
Nodesdo not sleepwhenthey carriersensere ned technigues

» TynyOSS-MAC: periodiclistenandsleep, x edduty cycle, needto synchronize
neighboringnodesschedules

» TynyOST-MAC: adaptve duty-gycle
» TInyOSB-MAC: wake up andcheckchannektatus sendiong preambles
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Off the shelf MAC: CSMA/CA

» The*ancient” standardor ad-hoc networksis representedy the IEEE802.11x
family

» Thereasorfor its successplug-and-playad-nocmodeandcheaphardwareim-
plementation

» Thebasicmechanisnfor mediumaccessontrolis the well known CSMA/CA
protocol

» Basicallythede-facto standard of wirelesstechnologies
» Nowonder:fashionablalsolEEE802.15.4 Zigbeeusedfor Mica Motes

» Whatis going to happenfor large size deploymentsunder CSMA/CA, doesit
scale?

» Known resultsundersaturation conditions
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CSMA/CA

» Mechanism:a nodelistensto themedium(CS: CarrierSense)

» Whenthemediumis percevedidle for longerthana DIFS: transmit

>

If themediumis busy: freezethe counteranddecremenafteroneidle slot

» If no ACK is comingback: eithererroror collision, retry

| 4

Retryup to a maximumnumberof attempts

Paclet
Arrival
¢ | | | | | | | | | | | | | | | J
DIFS Data
ACK Casdldle
_ 22
Busy 4%8, Bacloff Data

ACK | CaseBusy
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Limit performances of CSMA/CA

» Bianchi'smodeloralso x edpointanalysisduablen saturatioriBianchi,KumMior]
» Thesystemis boundedoy the numberof nodes

» Listeningto themediumandto freezingthe bacloff counterhasa cost: delay

» Basically:servicetimeis increasedt eachalientranmission

» Evenworse:collisionsandretransmissionareoverhearddueto the protocol

» Closedform analysidfor the servicetime consumptiorof thesystemZaDel]
Nc
Ws = Ts +ZTc;j T B
=1

» Channekensingoecomes dramaticwasteof enepgy [ZaDe2]
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Service time of CSMA/CA
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Figure 1. Cumulatve Distribution Function of the service time wg (n =
10; 30; 50; 70; 100, paclet—lengthof 600 bytes.
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Service time of CSMA/CA
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Figure2: a) Massdistribution functionb) Detail of thethird spike.
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Idle mode impact on energy consumption
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Figure3: NormalizedLife of stations:basicaccessnode(solid line) andRTS/CTS
accessnode(dashedine), =0, g=1=2 sand o= s.
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Ad-hoc Networks
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Wireless Ad-hoc networks

Themost e xible network architectureve can
think about: ad-hoc meansshapedo obtaina
particularaim.

Example:deplogying awirelesssensomnetwork
would bemademucheasiemade[SmartDust]
style, the con guration of the network being
dictatedby thelandscapgeculiarities

Whatkind of network would oneobtain?

Thereexist strict constraints on the scalability
of ad-hocnetworks

Several studieson the capacityandconnectv-
ity of ad-hocnetworks since2000cornerstone
work [GuptakKumar]
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Static ad-hoc networks

» Severalconnectvity models

» Simplisticview: two nodescommunicatef they arewithin radiorange(Boolean
model)

» But RF connectity is subjectto interference Jinks actually dependon every
othertransmission

» Successlepend®ninterferers:if nodei transmitsto node;

Pi=|Xi—Xj|°‘

>
Not+ D vai Pk=IXi—X |«

» Physicalmodel:SNIR(i;j) =

» Protocolmodel: |X; — X;| < (1 + )|X; — X/, for ary othernodek

For both modelsGuptaand Kumar proved that the order of capacityfor random
networksunitarysphere/disks

(n)= (1=y/nlogn)
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Static ad-hoc networks

» Consequencedt seemswe cannotdesignour favorite “pervasve” ad-hocnet-
worksdisregardingscalabilityissues

» Evenwith “perfect scheduling algorithm which knows the locations of all nodes
and all traffic demandes, and coordinates wireless transmissions temporally and
spatially to avoid collisions which would otherwise result in lost packets”

» Proofin [GuptakKumar]: upperandlower bound
» Threefactorsinto play (protocolmodel):

 lengthof routes:we have to traversesereralrelays
e numberof nodes
o area‘occupied”’by usefultransmissions

Possiblesolutionis locality assuggestedh [GuptaKumar]: sourceommunicating
only to nearbynodegsmarthomes)
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Static ad-hoc networks

.+ Laterresult[DT]: connectity andthe capacitydepend®ntheattenuatiorfunc-
tion |(|X| — Xj D

» Everythingcanbeexpressedn termsof theinterferenceatio

Pil(|Xi — X;)
No + Zk;1 Pel(1Xi — X))

SNIR(i:j) =

» Physicalreasondorcetheattenuatiorfunctionto bebounded(x) < M
» Thetradeoff is betweercapacity( ) andconnectvity ( )

» DousseandThiran: if the attenuatiorfunctionis positve andboundedthenthe
transportcapacityis boundedabove by a constantjndependenthof the number
of nodes

» Uniformtrafc matrix: O(1=n)
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Effect of Relays

1sthope:GastpaiandVetterli[GV]: codingcanimprove ad-hocnetwork capacity

» Onesource-destinatiopair
» Theremainingn — 2 nodesactasrelays

» Relayscooperatavith sourceanddestinationn order
to make themcommunicate

. Allow for arbitrarycomplex codingschemes

» Half duplex schemesourcetransmitsaevery two time
slots

» Signhal model as in [GK], Gaussianrelay network,
power of noiseN

» Power of the source< P, (cumulatve) power of the
relays< (n — 2)P
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Effect of Relays

Theresultholdsasymptotically:upperandlower boundmatchasn diverges

Upperbound:broadcasthanneboundsCpper < %Iogz(l + (Zﬂzz 2)P=N)

>

>

No relaycloserthanrg > 0 tothesourcethenfadingcoefcients | arebounded
undersuitableassumptions

Lower bound:constructve scheme:

>

« Att + 1 relaysrepeatsignalreceved from sourcein slott, scalingdown
power accordingly

« DestinationdecodesX,(t +1) = 1Yn(t) + 2Yn(t +1)

 Finally: Ciower > % |092(P:D1)1 Dy = %

s [Gastpar- Vetterli] The capacityCiower < C < Cypper, Upperandlower bound
corvergeandC isin theform:

log(1 + | [[P=N)
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The impact of mobility

» 2nd hope:work from GlossglauseandTse[2002]
» Searchfor amechanisnthatdoes not degrade with the number of nodes.
» Technicalassumptions:

* n nodedn theunit circle of unitaryarea

X edpairsSource-Destination

nodedollow i.i.d trajectories

nodepositionsareuniform overthedisk ateachpointin time (this doesnot
scalewith thenumberof nodes)

slottedtime model
SuccessSNIR(i;j) =

Pi j
No+(1=L) > s Pk K

j=Xi=X[7 5 >2

>
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The impact of mobility

. Fromthestaticcase:typicallengthof S-D pathsis /n
» Relayingis thebottleneck@ et ustry to transmitdirectly.

» But, it doesnotscale:in [GT] themaximumnumberof successfuallowedtrans-
missionsperslotis  (1).

. This is bad: throughputper sessionis smallerthann=1=*=2) and > 2.

(o(v/n))
» Hencesome relayingis due.

» Key intuition: relaythelessthepossible.

. How less?
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O Relay 1

Relay 3

Destination

Destination

O

Relay 2

O

The impact of mobility

Thetwo-hop relaying protocol proposedn [GT]:

» Stepl: sourcenodehasthe paclet

» Step2: rst hop,sourcenodehandeoff thepacletto
arelayneighbor

» Step3: secondhop, the relay neighbordeliver the
pacletto thedestination

This schemaunder suitable assumptions providesa con-
stant longtermsourcedestinatiorthroughputj.e. Gloss-
gauserand Tse proved that usingmobility in wise man-
ner, one can make per sessiorthroughputa constantin
thenumberof nodes (1).
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The impact of mobility

» Constructve proofin [GT] pivotedon the2-hoprelayprotocol

» Theprotocolworkspickingasendedensity < (0;1)

» Pickrandomlyasetof ng sourceutof n nodesng = n

» Theremainingng = n — ng aredesignatedecevers

» Keeponly N; sourcesuchthatinterferencgermittransmission

» Implementhalf duplex (oddandeventime slots)

» The2-hopprotocolis ableto sustain (n) feasiblesource-destinatiopairsN; (1)
» Dueto symmetry:probabilitythatfeasibleS-D pairi andj is pickedis (1=n)
» Throughputperfeasiblepair: (1=n)

» Sumuponthen — 1 possiblerelay“paths” theresultin follows

[Glossglauseil se] Thetwo-phasedalgorithmachieresa throughputper S-D pair of
(1), i.e. thereexist aconstant > 0 suchthat

nIim Pr{ (n) =cR isfeasiblg =1
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The impact of mobility
» Mobility enhancesapacity:atwhich cost?
D(n)y o » In [GT] alreadypointedout: delaywould di-
nT— verge.
» El Gamalet. al. [EIGa] in 2004:formalization
of thetrade-of betweerthroughputanddelay
@G » Threeschemesntheunittorus
» Staticad-hoc(Schemel):
IDM)= (Vn=logn) T(m)= (1=y/nlogn) |
| .
11/n 1:\/W 1 T(}]) » Puremobility (Scheme?):

IDn)=0(n) T)= D)7
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The impact of mobility
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Schemdor coveringtheintermediatecase
Divide the unit torusinto a(n) cells; eachcell
dividedintob(n) = (logn=n) subcells
Cellular TDMA schemeproposedin [ElIGa]:
(na(n)) paclettime slotspercell slot (speed
andpacletlengthshrinkwith n)
Split eachpaclettime slotinto two subslots
SubslotA: sendto destinationif in the same
cell, otherwise sendalongcellsalongsegment
SR to arelaypickedrandomly
SubslotB: eachnode picks anothernode at
randomin thesamecell andsenda pacletdes-
tinedto it

[El Gamaletal.] If v(n) = o(+/log n=n) thenthescheme

T(n) = (1=y/na(n)logn);
wherea(n) = O(1) anda(n) =

D(n) = O(1=a***(n)v(n))

(log n=n)
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Connectivity 1ssues

Deepresult: connectity and capacityare strictly relatedin ad-hocnetworks
[DFT]

Percolatiortheory: B, = [0; v/n]?, extendendmodel,Poissorpoint process
Full connectivity within B, hasa cost: radiushasto increaseaslogn

Corversely for every positive fractionof nodesO < < 1, thereexistr > 0
suchthata connectealusterof nodescontainsafraction of thenodes

>

>

>

>

Discardingpartof thenodeshingsgetbetter:

[Dousse FranceschettiThiran] (LB) Forany 0 < < 1, thereexistarateR > 0O
Independentf n, suchthatthereexist asubsebf thenodesof sizen in whicheach
nodecansenddatato ary othernodeatrateR w.h.p.

[Dousse Franceschetti] hiran](UB) For ary rateR > 0, the fraction of nodesthat
cansenddatato ary destinationat thatrateis at most w.h.p.,where = P[l >
To(22R _ 1)], wherel is the shotnoisede ned by | = > ven WX, andN is a
Poissomrocesswvith unitdensity( < 1).
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Processing and communications
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Processing and communications

Sensinghugevariability of random eld

>

>

High sampleratemeandarge amountof datato be collectedandprocessed

Samplingshouldbefastenoughto guarantedothaccuracy anddelivery

>

Thetrade-of is betweercommunicationsndprocessing

| 4

« Concreteexample[KaiserW]: 1GHz carrierfrequeng; antennaelevation
of 1/2 wavelength;BPSK transmission10~° BER, distanceloss = 4,
Rayleighfading,ideal (nonoisexecever.

 Enegy: 1Kb adistanceof 100 mis approximately3 J.
* Processorl00 MIPS/W executes3 million operations

Quiteclear:if possible process locally andsavze on communications
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Processing and communications

» Simple(istic)example:majority votingin an sensordVVSNs
» Twoevents:E = {0; 1}, typical alarmdetection

» Estimation:decidel if thenumberof onesdetecteds lessthanthe numberof Os

Assume:transmittedbits dictatethe cost

Firststratgy: senddatato sinkanddecide

C=1n-1)+2n—-1-2)+3(h—1-3)+
i+ log(n — 1)(n — 1 — 2'°990=1D-1y = (n]og® n)

Secondstratgy: eachnodeevaluateghe majority
outcomeof children, and encodeghe numberof
votes:C = (nlogn)

smallgainbut ...
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Majority voting

» Again onmajority voting: in colocated networks

» Approximatedhypothesigestingis possibleusingbatch conflict resolution: col-
lisionsdo carryinformationon the numberof contendinghodes

» Datacollectionatthesink: collectanddecideif Ng > N; or viceversa

» [PZ] tradeoff betweerMAC andApplicationlayer: let the applicationbe aware
of theMediumAccessControl

» Leveragetheinformationaboutthe number of transmitters

» Stopcontentionas soonasthe majority estimationerror probability is belov a
certainthreshold

. Still pacletizedsolution: practicallyfeasible
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Majority voting

« Tree split algorithms; best im-
plementationsachia/e almost half
channelkapacity

 NO carrier sensing: every sensor
tosses coin

» tail: transmit
» head:skiptheslotandtossagin

e Channel has three states:
I(dle),C(ollision),S(uccess)

 Need return channelto feedback
transmissiomesult
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Majority voting
» Numberof sensordN is unknavn: just jumpedinto thesensoreld
. StartcollectingNg andN;: eventually2 binarysplit treeswith po andp;
» TDMA collecting rst 1sandthenOs
» Ng numberof sensotossing0 (they transmit):sayNp,
. Bernoullitrials: P{no = Np,|N = Ng} = (,\'T'p‘;)po'\'o(l — po)NNo
» Mostlikely value:moda= |(N + 1)p|
» Forsmallpg, 1=pg of them:P{N = Ng|ng = Np, } ~ poP{no = Np,|N = Np}

» Maximumlikelihoodapproximatemajority voting
No = [Np,=Po]  Na = [Np,=p1]

» [PZ] upperboundto the errorprobability: stopbatchresolutionthe upperbound
IS belowv athreshold
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Wireless networks as estimators

» Changeof perspectie: doyou really needthe sink nodeandelaborateonly after
dataarecollectedthere?

» Answer: no, thereexist certaincasesvhenthe estimationcanbe madeavailable
at each node [Gian]

» Goodnews for penasive communication/computingrvironments

» Usinggossip propagtion: only communicatevith neighborsandpropa@tehop
by hop (no needfor endto endcommunication)

» Notice: no pacletizedcommunicatiorassumedganbe done“bitwise”
» M sensorsleployed: generahot colocatednultihopcommunications
» Sensometwork to estimates € RP

. Assumptionof alinearmodelon the obserationsx; € R-

Xj :HJ'S'l'I"Ij

» N randomvectornoisewith givencovariancematrix
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Wireless networks as estimators

» Needadditionalhypothesion full rankof H = [H{ H]) :::H 1"
» BLUE estimato§=Cx,C=(HT —tH)"HT -

» Ambitioustask:canyou nd aBLUE estimataateachsenso(if neededn in nite
iterations)?

» Answer:yesandexchanging‘messagesbnly with theneighborhood

» Two fully distributedalgorithms:

o full knowledgeonC
* localknowledgeonH;

» Throughiteratve optimizationsconsensus achieved, meaninghatevery sensor
convergesto thes [Gian]

» Notice: in orderto build the algorithm, solutionscanbe found constrainingthe
optimizationto obtainconsensud,e. sameestimate,n sensorsneighborhood
only
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In-network computation
» Limit performancesf sensonetworkswhencomputings accountedor [Kum2,Kum3]
» Tamget: communicatea givenfunctionf” : " — Y, to thesink(s)
» Nodestake measuref a nite set andcancommunicatdlocksof measures
» No channekerrorsaccountedor

» [Kum2] underprotocol model: importantinsight in improvementsachiesable
with currenttechnologies

» The big question: how fast canyou samplethe function of the eld? Rateof
computingallowedby a sensometwork Rpax

» Provedstrongdependencen:

 topology:colocatedvs multi-hoprandomplanar
e computedunction
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In-network computation
» Independenc&om thedataarrival order: symmetricfunctions
» Typesensitve functions:

 functionssuchthat,from a givennumberof sensoreadingson, thereexist
a fraction of the readingshataresufcient to discriminateoutputvalues,
l.e. to statethatthey aredifferent

o samplefunctions:meanmedianmode

« ex. =1;100, meanfunction: x the rst half values putremainingl=2
valueseitherl or 100

» [Kum2]In colocatedhetworks,for any possiblecollision free stratay,
Rmax= (1=n)
» [Kum2]In randomplanametworks,undersuitablecoveringradiusscaling,w.h.p.

Rmax= (1=logn)
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In-network computation

Typethresholdfunctions:

>

 functionssuchthatthereexist areferenceypevector suchthat(element-
wise)largerdatafrequencieslo not affectthereferencdunction

e samplefunctions:max,min,range
e eX. max, =1

[Kum2] In colocatechetworks, for ary possiblecollision free stratey,

>

Rmax= (1=logn)

[Kum?2] In randomplanarnetworksundersuitablecoveringradiusscaling,w.h.p.

>

Rmax= (1=loglogn)

Typethresholdfunctionsareexponentiallyeasierto computethantype sensitve
functions

>
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LLocation Detection
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Location detection

» Locationdetectionis avery popularapplicationof WSNs
» Existingexamplesof indoorlocationdetectionsystems:

 Infrared: Olivetti Research_aboratoryActive Badge locationsystem. A
badgeperiodicallyemitsa uniquelD usingdiffusedIR receved by oneof
severalreceversscatteredhroughouta building;

« Ultrasound: Active Bat or MIT Cricket measuretime-of- ight of ultra-
soundwith respecto areferencesignal,

* RF propagtion: Microsoft RADAR pre-computedsNR mapandcompares
recevedsignals;distancedrom basestationsaretriangulatedo obtainthe
position;

Emegeng responserobustnesss akey issue andlocationdetectiorsystemshould
prove robust to multiple sensor failures.
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Location detection

>

A locationdetectionsystemdesignedhroughldentifying codedLev]

» Systemmalkes use of a robust modi cation of identifying codesbuilt over an
arbitrarytopology

. location tracking: obserertransmitdDs andthe systemdeterminesis location
» Letusfocusontheduallocation service: obserer candeterminehislocation

» Transmitteroccupy certainpositions:eachtransmitterperiodicallybroadcasta
uniquelD

» Obserer waits T at his currentposition collectsthe ID's from the paclets he
receves

» Collisionscanbeefciently solvedby commonMAC protocolswithin T

» Thecoveredlocationsareall thoseareageceving a setof IDs (problemof iden-
tifying graphs)
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Location detection

ax

XC Xf

Xc

(a) DiscretelLocations.

Y

(b) Connectvity.
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Location detection

Aner
>% X % a ID(a) = {a; b}
X ID(b) = {a;b;c}
b .
X :. Xf d<>— b ID(c) = {b;c}
d— f ID(d) = {d}
X ID(e) = {c;d}
€ X. ID(f) = {b;d}
e C  ID(g)={a;d}
(c) Sensor placement: (d) Positionof thesensors

blackdots onthegraph.
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>

Location detection

Proceduremodela physicalernvironmentwith agraphG = (V; E),

verticesV indicatelocatableregions

edges= connectegionswith RF connectity

A non-emptysubselC C V is calledacode, its elementsarecalledcodewords.
GivenacodeC, theidentifying set of avertex v € V is de nedto be

lc(v) =B(v) N C: (1)
CodecC is calledanidentifying codeif for everyu;v € V
Ic(u) Z lc(v);

C is irreducible if deletionof arny codavord from C resultsin a codethatis no
longeranidentifying code.

G = (V; E) isdistinguishable if anidentifying codeexistsfor it
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Location detection

» Locationdetectionn generakeliesonirregular graphs
Distinguishabilitycanbe enforceda posteriori
» Generatiorof anoptimal identifying codeis N'P-complete.

Problem:Given a distinguishable graph G = (V; E), compute a subset C of V
such that C is an identifying code for G and C is irreducible.

>

>

ID-CODE@G, a)
CcC=V
If C is notanidentifyingcode
do EXIT
for eachvertex x € a, takenin order
do D=C\ {x}
If Ju;v €V suchthatlp(u) = Ip(Vv)
C=C
else C=D
return C
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Location detection

>

Verticesvisiteda = {f;g;d;e;a;b;c},thenC = {a;b; c}
Corverselywith a = {a;b;c;d;e;f;g}, thenC = {d;e;f;g}
ThecodeC returnedoy ID-CODE s irreducible.

Compleity is O([V|?log |V |)

| 4

>

>
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Location detection

The casefor robustness:

» Destructionof ID-transmittingverticesthroughthe emegeng agent(e.g. , re,
water explosion).

» Variationof radiopathsdueto changesn building structure(e.g. , walls collaps-
Ing, furniture shifting, peoplemoving).

» Failureof ID receptiondueto mediumaccesgontrolschemdimitations.

» Dueto re ections or someother channelvariationsdueto extreme conditions,
somespuriouspacketsmay cometo the obserer.

Def. 1 An identifying code C over a given graph G = (V; E) is said to be r-robustif
|C(U) d A 7 |C(V) o B

forallu;v € V and A;B C V with |A

1Bl <.
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Location detection

A®B=(AUB)\ (ANB)

>

Omin (C) = r'ninu;vev “C(U) %) |C(V)|

>

» A codeC isr-robustif andonly if

dmin(C) > 2r + 1:

» The maximumrobustnessachiezable by an identifying codeover a graphG =
(V;E) is givenby d.;n(V), andis upperboundedby the sumof the degreesof
ary two verticesin thegraph.

Of coursethe problemis still P — complete

| 4

Quite simpleto modify the greedyalgorithmpresentedbefore

>
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Location detection

» r-ID-CODE algorithmgenerates-robustidentifyingcodedor anarbitrarygraph

Not every graphhasar-robustcode

>

But deletionof anodefrom acodedecreased,;,(C)

>

» Therobustversionof thealgorithm:

r-ID-CODE@G, a, r)
cC=V
If dmin(C) < 2r
do EXIT
for eachvertex x € a
do D=C\ {x}
If dmin(D) < 2r
C=C
else C=D
return C
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Location detection
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(9) 1-rotustcode. (h) O-rokustcode.

» O-robustcoderequiresl6 transmittersamongthe 64 pointsof resolution

» l-robustcoderequires32
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. Fractionof sensorizedocationsscalesattheincreaseof the numberof locations

» Asking for robustnesscostsin the size of the code,i.e. numberof sensorized
locations

. Compleity isO(|V |?)
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