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Wireless sensor networks

N “Recent advances in micro-electro-mechanical systems (MEMS) technology, wire-
less communications, and digital electronics have enabled the development of low
cost, low-power, multifunctional sensor nodes that are small in size and commu-
nicate untethered in short distances.” [Ak]

N Sensedphenomenawith a widespectra:

• temperature,humidity, pressure

• mechanicalstress

• positionspeedanddirectionof anobject

• : : :

N Advantageof WSNs: samplinglocally a �eld, with spatialresolutiondepending
on thesensornodesdensity

N Temporalresolution:eachsensorcanreporta timeseriesof data
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Wireless sensor networks

N Applications:environmentalmonitoring,military (surveillance,tracking),health
monitoring,homeautomation...

N Typical featuresrequiredto sensors:

• cheap:< 1 $ persensor

• extremelylow powered

• thesmallerthebetter

• supportverydensedeployment

• easeof deployment(oftencalledself-organization)

N Oncedeployed,maintainanceshouldbeminimal

N If costpermits,betterreplace/addnew units

N Powerconsumption:sensing,processingandcommunications.
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Sensors nodes - Building Health Monitoring

courtesy of Ing. David Tacconi

N Application:TorreAquila - Trento,his-
toricalbuilding

N Remoteserver collectingdataon: tem-
perature,pressureand misallignement
of building structure

N Sensornode:CrossBow Mica Mote

N Sensingboard:xy accelometer, micro-
phone,termometer

N Node mountingfull OS: Tiny-OS UC
Berkely

• Radiomessaging

• Multi-hoppingfrom moteto mote

• Low powermodes

• Sensormeasurementsandsignal
processingof externalperipherals



“Pervasive communication environments: the BIONETS perspective” 4/56

Sensor nodes - Building Health Monitoring

courtesy of David Tacconi

N Development:nesCon thePC

N Basestation:allows theaggregationof
sensornetwork dataontoaPC

N Basestationactsasa sink

N Accelometershootswhenperturbation
occurs

N Avoid wasting resourcesfor “normal
conditions”: run-lengthencodeddata
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Directed diffusion

N Sensornetwork achitectureis data centric

N Directeddiffusion[Es1,Es2]:referenceparadigm

N Sensorsexecutecertaintasks,referencedaccordingto prede�nedattributes

N Elementsof directeddiffusion [Es1]: interests,names,datamessages,gradients
andreinforcements

N Iterestmessagesgeneratedat sinks:
type = wheeled vehicle // detect vehicle location

interval = 20 ms // send events every 20 ms

duration = 10 seconds // for the next 10 seconds

rect = [-100, 100, 200, 400] // from sensors within rectangle

N Datamessagesaregeneratedby sensorsrespondingto interests:
type = wheeled vehicle // type of vehicle seen

instance = truck // instance of this type

location = [125, 220] // node location

intensity = 0.6 // signal amplitude measure

confidence = 0.85 // confidence in the match

timestamp = 01:20:40 // event generation time
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Directed diffusion
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N No source-destinationpairsasin IP

N Kind of semantic addressing matching
theapplication

N Sink nodeexpressinterest propagating
aquery(initial �ooding)

N Initial gradientsetupis exploratory, i.e.
low updateraterequested

N Any potentialsourcenodestorestheen-
try in a local cache
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N +/- Reinforcementof routes

N Loopavoidance
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Conveying data

N Conveying dataacrossthenetwork becomesthe�rst stepin orderto make them
availableat thesink: wewould like to make it “efficiently”

N Fromtheapplicationdown to thebit transmission,collectingdatain pervasive/sensorized
environments:Whereis thebottleneck?

N Whatwedowantfrom thenetwork architectureis

• No needfor �x edtopology

• Mobile unitsdo take partto thenetwork topology

• No wiring

• Easyreplacement/maintainance

N Also, we would like to be free to add/replace/switch-off asmany nodesaswe
wantwith noneedfor recon�guration

N But, packingall thisnicefeaturesaltogheterusuallyhasa price... ef�ciency

N Not enough:devicesshouldlast the longestthe possible,i.e., make a parsimo-
nioususeof batteries.
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Routing
N Traditionaltechniquesfor ad-hocnetworks

• Flooding: robust and fast but expensive; MAC problemswith broadcast
(ex. 802.11)

• Proactive RoutingTechniques:determineroutesindependentof traf�c pat-
tern.Destination-SequencedDistance-Vector(DSDV)(Bellman-Ford)

N nodesmaintaineachdestinationin network,
N controltraf�c

• Reactive: determinerouteswhenneeded.DynamicSourceRoutin(DSR),
Ad-HocondemandDistanceVectorrouting(AODV)

N sourcenodebroadcastsrouterequestpacketsRREQs
N destinationandintermediatenodewith replyRREPpackets
N routemetrics:hops,link quality ...

N Not suitablefor sensornetwors: energy constraintsthe applicability of route
maintainance,topologysimply “aslept”

N Directeddiffusion: datacentricparadigms[KamSurvey]
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MAC solutions

N TDMA/FDMA: requiressyncronizationandscheduling,collision free

N RandomAccess(ALOHA): slot-lessor slotted

N Carriersensemultipleaccess(CSMA): slottedor slot-less

N Polling: master/slave

Problem:idle listeningconsumesa lot of energy

Solutions:sleepasmuchaspossible
Nodesdonotsleepwhenthey carriersense:re�ned techniques

N TynyOSS-MAC: periodiclistenandsleep,�x edduty cycle,needto synchronize
neighboringnodesschedules

N TynyOST-MAC: adaptive duty-cycle

N TinyOSB-MAC: wake up andcheckchannelstatus,sendlongpreambles
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Off the shelf MAC: CSMA/CA

N The “ancient” standardfor ad-hoc networks is representedby the IEEE802.11x
family

N Thereasonfor its success:plug-and-play, ad-hocmodeandcheaphardwareim-
plementation

N The basicmechanismfor mediumaccesscontrol is the well known CSMA/CA
protocol

N Basicallythede-facto standard of wirelesstechnologies

N No wonder:fashionablealsoIEEE802.15.4- Zigbeeusedfor Mica Motes

N What is going to happenfor large sizedeploymentsunderCSMA/CA, doesit
scale?

N Known resultsundersaturation conditions
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CSMA/CA

N Mechanism:a nodelistensto themedium(CS:CarrierSense)

N Whenthemediumis perceivedidle for longerthanaDIFS: transmit

N If themediumis busy: freezethecounteranddecrementafteroneidle slot

N If noACK is comingback:eithererroror collision,retry

N Retryup to a maximumnumberof attempts

Packet
Arrival

CaseIdle

CaseBusy

DIFS

DIFS DataBusy Backoff

ACK

Data
ACK
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Limit performances of CSMA/CA

N Bianchi'smodeloralso�x edpointanalysisduablein saturation[Bianchi,KumMior]

N Thesystemis boundedby thenumberof nodes

N Listeningto themediumandto freezingthebackoff counterhasa cost:delay

N Basically:servicetime is increasedat eachalientranmission

N Evenworse:collisionsandretransmissionsareoverhearddueto theprotocol

N Closedform analysisfor theservicetimeconsumptionof thesystem[ZaDe1]

ws = Ts +
nc

∑

j=1

Tc;j + � B

N Channelsensingbecomesa dramaticwasteof energy [ZaDe2]
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Service time of CSMA/CA
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Figure 1: Cumulative Distribution Function of the service time ws (n =
10; 30; 50; 70; 100, packet–lengthof 600 bytes.
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Service time of CSMA/CA

20

15

10

5

0
0 0:04 0:08 0:12

t [s]

�
10

�
3

Theory
Simulation

p w
s
(t

)

0

1

2

3

4

5

�
10

�
3

0.0168

b)

a)

�

Figure2: a)Massdistribution functionb) Detail of thethird spike.



“Pervasive communication environments: the BIONETS perspective” 15/56

Idle mode impact on energy consumption
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Figure3: NormalizedLife of stations:basicaccessmode(solid line) andRTS/CTS
accessmode(dashedline), � 0 = 0, � 0 = 1=2� S and� 0 = � S .



“Pervasive communication environments: the BIONETS perspective” 16/56

.

Ad-hoc Networks
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Wireless Ad-hoc networks

N Themost�e xible network architecturewe can
think about:ad-hoc meansshapedto obtaina
particularaim.

N Example:deploying awirelesssensornetwork
wouldbemademucheasiermade[SmartDust]
style, the con�guration of the network being
dictatedby thelandscapepeculiarities

N Whatkind of network would oneobtain?

N Thereexist strict constraints on the scalability
of ad-hocnetworks

N Severalstudieson thecapacityandconnectiv-
ity of ad-hocnetworkssince2000cornerstone
work [GuptaKumar]
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Static ad-hoc networks

N Severalconnectivity models

N Simplisticview: two nodescommunicateif they arewithin radiorange(Boolean
model)

N But RF connectivity is subjectto interference,links actually dependon every
othertransmission

N Successdependson interferers:if nodei transmitsto nodej

N Physicalmodel:SNIR(i; j) = Pi =|Xi−Xj |
α

N0+

P

k6=i Pk =|Xi−Xk |α
> �

N Protocolmodel: |Xj − Xj | < (1 + � )|Xj − Xk |, for any othernodek

For both modelsGuptaand Kumar proved that the order of capacityfor random
networksunitarysphere/diskis

� (n) = � (1=
√

n log n)
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Static ad-hoc networks

N Consequences:it seemswe cannotdesignour favorite “pervasive” ad-hocnet-
worksdisregardingscalabilityissues

N Evenwith “perfect scheduling algorithm which knows the locations of all nodes
and all traffic demandes, and coordinates wireless transmissions temporally and
spatially to avoid collisions which would otherwise result in lost packets”

N Proofin [GuptaKumar]: upperandlowerbound

N Threefactorsinto play (protocolmodel):

• lengthof routes:wehave to traverseseveralrelays

• numberof nodes

• area“occupied”by usefultransmissions

Possiblesolutionis locality assuggestedin [GuptaKumar]: sourcescommunicating
only to nearbynodes(smarthomes)
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Static ad-hoc networks

N Laterresult[DT]: connectivity andthecapacitydependson theattenuationfunc-
tion l(|Xi − Xj |)

N Everythingcanbeexpressedin termsof theinterferenceratio

SNIR(i; j) =
Pi l (|Xi − Xj |)

N0 + 

∑

k 6=i Pk l (|Xi − Xj |)
> �

N Physicalreasonsforcetheattenuationfunctionto beboundedl(x) < M

N Thetradeoff is betweencapacity(� ) andconnectivity (
 )

N DousseandThiran: if theattenuationfunction is positive andbounded,thenthe
transportcapacityis boundedabove by a constant,independentlyof thenumber
of nodes

N Uniform traf�c matrix: O(1=n)
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Effect of Relays

1sthope:GastparandVetterli [GV]: codingcanimprove ad-hocnetwork capacity
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Relays

1
n

n-1

2

. . . .

N Onesource-destinationpair

N Theremainingn − 2 nodesactasrelays

N Relayscooperatewith sourceanddestinationin order
to make themcommunicate

N Allow for arbitrarycomplex codingschemes

N Half duplex scheme:sourcetransmitsevery two time
slots

N Signal model as in [GK], Gaussianrelay network,
powerof noiseN

N Power of the source≤ P, (cumulative) power of the
relays≤ (n − 2)P



“Pervasive communication environments: the BIONETS perspective” 22/56

Effect of Relays

Theresultholdsasymptotically:upperandlowerboundmatchasn diverges

N Upperbound:broadcastchannelboundsCupper ≤ 1
4 log2(1 + (

∑n
k=2 � 2

k )P=N)

N No relaycloserthanr0 > 0 to thesource:thenfadingcoef�cients � k arebounded
undersuitableassumptions

N Lower bound:constructive scheme;

• At t + 1 relaysrepeatsignalreceived from sourcein slot t, scalingdown
poweraccordingly

• Destinationdecodes:X̂n(t + 1) = 
 1Yn(t) + 
 2Yn(t + 1)

• Finally: Clower ≥ 1
4 log2(P=D1), D1 = PN

N+Pf

N [Gastpar- Vetterli] ThecapacityClower ≤ C ≤ Cupper , upperandlower bound
convergeandC is in theform:

log(1 + ||� ||P=N)
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The impact of mobility

N 2ndhope:work from GlossglauserandTse[2002]

N Searchfor amechanismthatdoes not degrade with the number of nodes.

N Technicalassumptions:

• n nodesin theunit circleof unitaryarea

• �x edpairsSource-Destination

• nodesfollow i.i.d trajectories

• nodepositionsareuniformover thediskateachpoint in time(thisdoesnot
scalewith thenumberof nodes)

• slottedtime model

• Success:SNIR(i; j) = Pi 
 ij

N0+(1=L)
P

k6=i Pk 
 kj
> �

• 
 ij = |Xi − Xj |−� ; � > 2
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The impact of mobility

N Fromthestaticcase:typical lengthof S-Dpathsis
√

n

N Relayingis thebottleneck?Let ustry to transmitdirectly.

N But, it doesnotscale:in [GT] themaximumnumberof successfulallowedtrans-
missionsperslot is � (1).

N This is bad: throughputper sessionis smaller than n−1=(1+�= 2) and � > 2.
(o(

√
n))

N Hencesome relayingis due.

N Key intuition: relaythelessthepossible.

N How less?
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The impact of mobility
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Thetwo-hop relaying protocol proposedin [GT]:

N Step1: sourcenodehasthepacket

N Step2: �rst hop,sourcenodehandesoff thepacket to
a relayneighbor

N Step3: secondhop, the relay neighbordeliver the
packet to thedestination

This schemeunder suitable assumptions providesa con-
stant long termsourcedestinationthroughput,i.e. Gloss-
gauserandTseproved that usingmobility in wise man-
ner, onecanmake per sessionthroughputa constantin
thenumberof nodes� (1).
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The impact of mobility
N Constructive proof in [GT] pivotedon the2-hoprelayprotocol

N Theprotocolworkspickingasenderdensity� ∈ (0; 1)

N Pick randomlyasetof nS sourcesoutof n nodes,nS = � n

N TheremainingnR = n − nS aredesignatedreceivers

N Keeponly Nt sourcessuchthatinterferencepermittransmission

N Implementhalf duplex (oddandeventimeslots)

N The2-hopprotocolis ableto sustain� (n) feasiblesource-destinationpairsNt (!)

N Dueto symmetry:probabilitythatfeasibleS-Dpair i andj is pickedis � (1=n)

N Throughputperfeasiblepair: � (1=n)

N Sumupon then − 1 possiblerelay“paths” theresultin follows

[Glossglauser-Tse]Thetwo-phasedalgorithmachievesa throughputperS-Dpairof
� (1), i.e. thereexist a constantc > 0 suchthat

lim
n→∞

Pr{� (n) = cR is feasible} = 1
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The impact of mobility

GK

GT

?

1

n

√

n
log n

1=
√

n log n1/n 1

D(n)

T (n)

N Mobility enhancescapacity:atwhichcost?

N In [GT] alreadypointedout: delaywould di-
verge.

N El Gamalet. al. [ElGa] in 2004:formalization
of thetrade-off betweenthroughputanddelay

N Threeschemeson theunit torus

N Staticad-hoc(Scheme1):

↓ D(n) = � (
√

n=log n) T (n) = � (1=
√

n log n) ↓

N Puremobility (Scheme2):

↑ D(n) = O(n) T (n) = � (1) ↑
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The impact of mobility
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N Schemefor coveringtheintermediatecase
N Divide theunit torusinto a(n) cells; eachcell

dividedinto b(n) = � (log n=n) subcells
N Cellular TDMA schemeproposedin [ElGa]:

� (na(n)) packet time slotspercell slot (speed
andpacket lengthshrinkwith n)

N Split eachpacket timeslot into two subslots
N SubslotA: sendto destinationif in the same

cell, otherwise,sendalongcellsalongsegment
SR to a relaypickedrandomly

N SubslotB: eachnode picks anothernode at
randomin thesamecell andsendapacketdes-
tinedto it

[El Gamaletal.] If v(n) = o(
√

log n=n) thenthescheme

T(n) = � (1=
√

na(n) log n); D(n) = O(1=a1=2(n)v(n))

wherea(n) = O(1) anda(n) = � (log n=n)
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Connectivity issues

N Deepresult: connectivity and capacityare strictly relatedin ad-hocnetworks
[DFT]

N Percolationtheory:Bn = [o;
√

n]2, extendendmodel,Poissonpointprocess

N Full connectivity within Bn hasacost:radiushasto increaseaslog n

N Conversely, for every positive fraction of nodes0 < � < 1, thereexist r > 0
suchthata connectedclusterof nodescontainsa fraction� of thenodes

Discardingpartof thenodesthingsgetbetter:

[Dousse,Franceschetti,Thiran] (LB) For any 0 < � < 1, thereexist a rateR > 0
independentof n, suchthatthereexist asubsetof thenodesof sizen� in whicheach
nodecansenddatato any othernodeat rateR w.h.p.

[Dousse,Franceschetti,Thiran](UB) For any rateR > 0, thefractionof nodesthat
cansenddatato any destinationat that rate is at most � w.h.p.,where� = P[I ≥
N0
P (22R − 1)], whereI is the shotnoisede�ned by I =

∑

x∈N l(||x||), andN is a
Poissonprocesswith unit density(� < 1).
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.

Processing and communications
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Processing and communications

N Sensing:hugevariability of random�eld

N High sampleratemeanslargeamountsof datato becollectedandprocessed

N Samplingshouldbefastenoughto guaranteebothaccuracy anddelivery

N Thetrade-off is betweencommunicationsandprocessing

• Concreteexample[KaiserW]: 1GHz carrier frequency; antennaelevation
of 1/2 wavelength;BPSK transmission,10−6 BER, distanceloss� = 4,
Rayleighfading,ideal(nonoise)receiver.

• Energy: 1Kb adistanceof 100 m is approximately3 J.

• Processor:100 MIPS/Wexecutes3 million operations

Quiteclear:if possible process locally andsave on communications
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Processing and communications

N Simple(istic)example:majority voting in a n sensorsWSNs

N Two events:E = {0; 1}; typicalalarmdetection

N Estimation:decide1 if thenumberof onesdetectedis lessthanthenumberof 0s

Sink

1

0

0

0

0

1

1

1

0

0

• Assume:transmittedbitsdictatethecost

• First strategy: senddatato sinkanddecide

C = 1(n − 1) + 2(n − 1 − 2) + 3(n − 1 − 3) +

: : : + log(n − 1)(n − 1 − 2log(n−1)−1) = � (n log2 n)

• Secondstrategy: eachnodeevaluatesthemajority
outcomeof children,andencodesthe numberof
votes:C = � (n log n)

• smallgain but ...
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Majority voting

N Again on majorityvoting: in colocated networks

N Approximatedhypothesistestingis possibleusingbatch conflict resolution: col-
lisionsdocarryinformationon thenumberof contendingnodes

N Datacollectionat thesink: collectanddecideif N0 > N1 or viceversa

N [PZ] tradeoff betweenMAC andApplicationlayer: let theapplicationbeaware
of theMediumAccessControl

N Leveragetheinformationaboutthenumber of transmitters

N Stopcontentionassoonasthe majority estimationerror probability is below a
certainthreshold

N Still packetizedsolution:practicallyfeasible
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Majority voting
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• Tree split algorithms; best im-
plementationsachieve almost half
channelcapacity

• No carrier sensing: every sensor
tossesa coin

N tail: transmit

N head:skip theslotandtossagain

• Channel has three states:
I(dle),C(ollision),S(uccess)

• Need return channel to feedback
transmissionresult
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Majority voting

N Numberof sensorsN is unknown: just jumpedinto thesensor�eld

N StartcollectingN̂0 andN̂1: eventually2 binarysplit treeswith p0 andp1

N TDMA collecting�rst 1sandthen0s

N n0 numberof sensortossing0 (they transmit):sayNp0

N Bernoulli trials: P{n0 = Np0 |N = N0} =
( N0

Np0

)

pN0
0 (1 − p0)N−N0

N Most likely value:moda= b(N + 1)pc
N For smallp0, 1=p0 of them:P{N = N0|n0 = Np0} ∼ p0 P{n0 = Np0 |N = N0}
N Maximumlikelihoodapproximatemajority voting

N̂0 = bNp0=p0c N̂1 = bNp1=p1c

N [PZ] upperboundto theerrorprobability: stopbatchresolutiontheupperbound
is below a threshold
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Wireless networks as estimators

N Changeof perspective: do you really needthesink nodeandelaborateonly after
dataarecollectedthere?

N Answer:no, thereexist certaincaseswhentheestimationcanbemadeavailable
at each node [Gian]

N Goodnews for pervasive communication/computingenvironments

N Usinggossip propagation: only communicatewith neighborsandpropagatehop
by hop(noneedfor endto endcommunication)

N Notice: nopacketizedcommunicationassumed,canbedone“bitwise”

N M sensorsdeployed: generalnot colocatedmultihopcommunications

N Sensornetwork to estimates ∈ Rp

N Assumptionof a linearmodelon theobservationsx j ∈ RLj

x j = H js + n j

N n j randomvectornoisewith givencovariancematrix �
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Wireless networks as estimators

N Needadditionalhypothesison full rankof H = [HT
1 HT

2 : : : HT
M ]T

N BLUE estimator̂s = Cx , C = (H T � −1H )−1H T � −1

N Ambitioustask:canyou�nd aBLUE estimateateachsensor(if neededin in�nite
iterations)?

N Answer:yesandexchanging“messages”only with theneighborhood

N Two fully distributedalgorithms:

• full knowledgeonC

• local knowledgeonH j

N Throughiterativeoptimizationsconsensusis achieved,meaningthatevery sensor
convergesto theŝ [Gian]

N Notice: in orderto build the algorithm,solutionscanbe foundconstrainingthe
optimizationto obtainconsensus,i.e. sameestimate,in sensors'neighborhood
only
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In-network computation

N Limit performancesof sensornetworkswhencomputingisaccountedfor [Kum2,Kum3]

N Target: communicateagivenfunctionf n : � n → Yn to thesink(s)

N Nodestake measuresin a �nite set� andcancommunicateblocksof measures

N No channelerrorsaccountedfor

N [Kum2] underprotocol model: important insight in improvementsachievable
with currenttechnologies

N The big question:how fast canyou samplethe function of the �eld? Rateof
computingallowedby a sensornetwork Rn

max

N Provedstrongdependenceon:

• topology:colocatedvsmulti-hoprandomplanar

• computedfunction
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In-network computation

N Independencefrom thedataarrival order:symmetricfunctions

N Typesensitive functions:

• functionssuchthat,from a givennumberof sensorreadingson, thereexist
a fractionof the readingsthat aresuf�cient to discriminateoutputvalues,
i.e. to statethatthey aredifferent

• samplefunctions:mean,median,mode

• ex. � = 1; 100, meanfunction: �x the�rst half values,put remaining1=2
valueseither1 or 100

N [Kum2] In colocatednetworks,for any possiblecollision freestrategy,

Rn
max = � (1=n)

N [Kum2]In randomplanarnetworks,undersuitablecoveringradiusscaling,w.h.p.

Rn
max = � (1=log n)
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In-network computation

N Typethresholdfunctions:

• functionssuchthatthereexist a referencetypevector� suchthat(element-
wise)largerdatafrequenciesdonot affect thereferencefunction

• samplefunctions:max,min,range

• ex. max , � = 1

N [Kum2] In colocatednetworks,for any possiblecollision freestrategy,

Rn
max = � (1=log n)

N [Kum2] In randomplanarnetworksundersuitablecoveringradiusscaling,w.h.p.

Rn
max = � (1=log log n)

N Typethresholdfunctionsareexponentiallyeasierto computethantypesensitive
functions
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.

Location Detection
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Location detection

N Locationdetectionis avery popularapplicationof WSNs

N Existingexamplesof indoorlocationdetectionsystems:

• Infrared: Olivetti ResearchLaboratoryActive Badge locationsystem. A
badgeperiodicallyemitsa uniqueID usingdiffusedIR receivedby oneof
severalreceiversscatteredthroughouta building;

• Ultrasound: Active Bat or MIT Cricket measuretime-of-�ight of ultra-
soundwith respectto a referencesignal;

• RFpropagation: Microsoft RADAR pre-computedSNRmapandcompares
receivedsignals;distancesfrom basestationsaretriangulatedto obtainthe
position;

Emergency response:robustnessisakey issue,andlocationdetectionsystemsshould
prove robust to multiple sensor failures.
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Location detection

N A locationdetectionsystemdesignedthroughIdentifyingcodes[Lev]

N Systemmakes useof a robust modi�cation of identifying codesbuilt over an
arbitrarytopology,

N location tracking: observer transmitsIDs andthesystemdetermineshis location

N Let usfocuson theduallocation service: observer candeterminehis location

N Transmittersoccupy certainpositions:eachtransmitterperiodicallybroadcastsa
uniqueID

N Observer waits T at his currentpositioncollectsthe ID' s from the packets he
receives

N Collisionscanbeef�ciently solvedby commonMAC protocolswithin T

N Thecoveredlocationsareall thoseareasreceiving asetof IDs (problemof iden-
tifying graphs)
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Location detection
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Location detection

� � �
� � �
� � �

� �
� �
� �

� �
� �
� �

� �
� �
� �

� �
� �
� �

� �
� �
� �

� �
� �
� �

� �
� �
� � f
d

c

b

a

e

g

(c) Sensor placement:
blackdots

�	�
�	�
�	�


	


	


	


�	�
�	�
�	�

�	�
�	�
�	�


	


	


	


�	�
�	�
�	�

�	�
�	�
�	�

�	�
�	�
�	�

a

b

ce

g

f
d

(d) Positionof thesensors
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ID(a) = {a; b}

ID(b) = {a; b; c}

ID(c) = {b; c}

ID(d) = {d}

ID(e) = {c; d}

ID(f ) = {b; d}

ID(g) = {a; d}
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Location detection

N Procedure:modela physicalenvironmentwith a graphG = (V ; E),

N verticesV indicatelocatableregions

N edgesE connectregionswith RFconnectivity

N A non-emptysubsetC ⊆ V is calleda code, its elementsarecalledcodewords.

N Givena codeC, the identifying set of a vertex v ∈ V is de�ned to be

IC(v) = B(v) ∩ C: (1)

N CodeC is calledanidentifyingcodeif for every u; v ∈ V

IC(u) 6= IC(v);

N C is irreducible if deletionof any codeword from C resultsin a codethat is no
longeranidentifyingcode.

N G = (V ; E) is distinguishable if anidentifyingcodeexistsfor it
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Location detection

N Locationdetectionin generalrelieson irregular graphs

N Distinguishabilitycanbeenforceda posteriori

N Generationof anoptimal identifyingcodeis NP-complete.

N Problem:Given a distinguishable graph G = (V ; E), compute a subset C of V
such that C is an identifying code for G and C is irreducible.

ID-CODE(G, a)
C = V
if C is notanidentifyingcode

do EXIT
for eachvertex x ∈ a, takenin order

do D = C \ {x}
if ∃ u; v ∈ V suchthatID(u) = ID(v)

C = C
else C = D

return C
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Location detection
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N Verticesvisiteda = {f ; g; d; e; a; b; c}, thenC = {a; b; c}
N Converselywith a = {a; b; c; d; e; f ; g}, thenC = {d; e; f ; g}
N ThecodeC returnedby ID-CODEis irreducible.

N Complexity is O(|V |2 log |V |)
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Location detection

Thecasefor robustness:

N Destructionof ID-transmittingverticesthroughtheemergency agent(e.g. , �re,
water, explosion).

N Variationof radiopathsdueto changesin building structure(e.g. , walls collaps-
ing, furnitureshifting,peoplemoving).

N Failureof ID receptiondueto mediumaccesscontrolschemelimitations.

N Due to re�ections or someotherchannelvariationsdueto extremeconditions,
somespuriouspacketsmaycometo theobserver.

Def. 1 An identifying code C over a given graph G = (V ; E) is said to be r -robustif

IC(u) ⊕ A 6= IC(v) ⊕ B

for all u; v ∈ V and A; B ⊆ V with |A|; |B| ≤ r .
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Location detection

N A ⊕ B = (A ∪ B) \ (A ∩ B)

N dmin(C) , minu;v∈V |IC(u) ⊕ IC(v)|

N A codeC is r-robustif andonly if

dmin(C) ≥ 2r + 1:

N The maximumrobustnessachievableby an identifying codeover a graphG =
(V ; E) is given by dmin(V ), andis upperboundedby the sumof the degreesof
any two verticesin thegraph.

N Of coursetheproblemis still NP − complete

N Quitesimpleto modify thegreedyalgorithmpresentedbefore
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Location detection

N r -ID-CODEalgorithmgeneratesr-robustidentifyingcodesfor anarbitrarygraph

N Not everygraphhasa r-robustcode

N But deletionof anodefrom acodedecreasesdmin(C)

N Therobustversionof thealgorithm:

r-ID-CODE(G, a, r )
C = V
if dmin(C) ≤ 2r

do EXIT
for eachvertex x ∈ a

do D = C \ {x}
if dmin(D) ≤ 2r

C = C
else C = D

return C
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Location detection
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N 0-robustcoderequires16 transmittersamongthe64 pointsof resolution

N 1-robustcoderequires32
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Location detection
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N Fractionof sensorizedlocationsscalesat theincreaseof thenumberof locations

N Asking for robustnesscostsin the size of the code,i.e. numberof sensorized
locations

N Complexity is O(|V |3)
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