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Executive Summary

The objective of this deliverable to analyze thei&@loNetwork Analyis classical approach to
find out how it can be applied to the “islands” Bionets nodes to define management
mechanisms based on social cooperation among fiodsspervision issues. This deliverable
is developed within WP2.2 “Paradigm Applicationsdadapping” activities where Social
Network Analysis (SNA) can be used as a high-leiralestigation to characterize
relationships and peer-to-peer interactions betwé&iodes. However, this deliverable does
not claim to cover entirely all the aspects introell; it is intended to provide a starting point
for more detailed further analysis.
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1. Introduction

1.1 Motivation and Objectives

Social network analysis (SNA) is a branch of Netwanalysis and its main concern is the
study of social networks to understand their stnecand behaviour. The foundation [1]of the
modern SNA is essentially based on the study chwoig in the 1930s by Jacob Moreno in
sociometry as an attempt to quantify social refediop. Also in the same years, Harvard
University researchers pointed their attentiontm dtudy of cohesive subgroups (cliques) in
certain social contexts such as work, family, asd¢mmns. The term “social network”
appeared for the first time in the 50s by a grotiprghropologies in Manchester who were
mostly interesting in people’s informal relationshirather than in those linked with
institution or associations. Further studies ledeagchers to introduce set theory for
representing social structures and to improve augtof study and analysis used in modern
SNA.

In social network theory, society is conceived anatlied as a network of relations. The basic
idea is that every individual (or actor) is in teda with others and this interaction moulds
and modifies the behaviour of all of them. The mgoal of the network analysis is to
discover, analyze, and characterise the ties betveetors. A Social Network (SN) is a
structure, whose nodes are generally individubk, shows connections of some kind (e.g. e-
mail exchange, acquaintance etc.) between the @aojthat population.

The aim of this deliverable is to study the appi@of Social Network Analysis principles in
the Bionets Project without giving any implemeittatdetails. In fact at this stage we are
more interesting in analyzing the SNA classicalrapph to find out how to apply it to the
“connected islands” [2] to define management meisias based on social cooperation
between nodes. Basically this means to understamnd3ocial Network Analysis will support
the feedback phase where run-time modificatiortbéosystem are carried out automatically
for optimizing the network structure or to face xpected behaviour when occurs
(e.g.,,changes in network configuration, servicalability ).

In Bionets we could use SNA from two different perstives: as a high-level tool to
characterize relationships and interactions betweedes and as a driver to mould the
network to the services it runs.

In the first case we have to define suitable saoiatlels reflecting social aspects of U-Node
cooperation to achieve a new management model lwisdig the main objective of this
deliverable; the second issue is closer to thesidakapproach of social network analysis
where we deal with communities of people to gettanch with new (possibly) trusted
contacts that share the same services. Servicebeahared both at the usage level (i.e.
users can access services already deployed) &nel service definition level (i.e. services are
created upon users’' requests and are potentiatigfired by other users). Then Social
Network Analysis can be used to highlight the dtreee of the U-Node network (and
consequently of the related T-Nodes) hosting thace

This requires taking into account the solutions Marde Cooperation defined in T2.2.1 and
the disappearing middleware solutions being stuchédL.2.4.

As the scope of this deliverable is to study howntnoduce SNA to define an autonomic
control loop for Bionets nodes community, sectionptbvides an explanation of the
autonomic concepts as well as an overview of tligngxapproaches in literature. In Section
3 after a brief about the state of the art in Soudawork analysis, the use of Social Network
Analysis in Bionets is explained.




2. Autonomic Control Loop

The progress in IT and ICT has resulted in the egptal growth of scale and complexity in

computing systems, which presents obstacles tbdudevelopment: configuration, healing,

optimization, protection and in general managenuofrailenges are beginning to affect the
capabilities of existing tools and methodologias] are rapidly rendering the systems and
applications almost unmanageable, not optimisedreseture.

IBM introduced the Autonomic Computing initiative 2001[13], with the aim of developing
self-managing systems to overcome the complexitythef actual systems. The word
autonomic is inspired by the human body’s Autonoh@vous System, part of the nervous
system that controls the vegetative functions eflibdy (e.g., circulation of the blood, heart
rate, body temperature, the production of chenfic@lssengers’, (i.e. hormones) etc.) thus
hiding to the conscious brain the burden of dealiith these and many other low-level, yet
vital, functions. In a similar way, autonomic conipg refers to the self-managing
characteristics of computing resources as suchabtapof hiding their complexity to
operators and users. Systems make decisions resgdodigh-level policies from operators.
An autonomic system will constantly check and ojarits status and automatically adapt to
changing conditions.

Upon launching the Autonomic Computing initiatilBM defined four general properties a
system should have to constitute self-managemesit:canfiguring, self-healing, self-
optimising and self-protecting. Since the launchAatonomic Computing, the self-* list of
properties has grown substantially, including fesgusuch as self-anticipating, self-adapting,
self-organized, self-recovery, self-reflecting,.etc

In the context of this Deliverable, the followingfahitions have been taken: an automatic
system is capable of providing "automatic respohsegredictable events. It is a system

working without (or with limited) human interventio Normally it reacts to pre-defined
stimuli with pre-defined outputs.

Figure 1. Automatic System

An autonomic system is capable of providing "autbengsponses” to unpredictable events.
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Figure 2. Autonomic System

It's a system that reacts “automatically” even tpredicted stimuli, thus showing capabilities
of adapting dynamically to variable contexts aridations (“mostly” independently of human
operators). It shows “learning” and "self-adaptatieatures.




In a context where a system input variable may rass@an unpredictable number of
configurations, it is impossible to define all pbs system outputs. An autonomic system is
capable of surviving in such a context as it shdaddble to provide "automatic responses” to
unpredictable configurations (unpredictable evems)all possible configurations cannot be
pre-defined, the systems itself elaborates and igesv unpredictable input-output
correspondences starting from some pre-establigifedmation initially provided to the
system. In case a system won't be able to showatltisnomic behavior, it cannot survive in
(or adapt to) such a context.

An autonomic system needs to have some built-irhar@sm to check its own health, which
paves the way to antilligent control loop ableotcollect information from the system, make
decisions, and then adjust the system where retjuire




2.1 Existing Approaches

There have been a number of research efforts ih Boademia and industry to develop
autonomic systems and applications. For exampleareb in autonomic architectures
consists of general architectures for individuahponents or complete autonomic computing
systems, based on the integration of advanced ¢éugies like Open Grid Computing, Web

Services, (Multi-) Agent technologies, and/or ihggnt/autonomous robotics. In the

following section some of these approaches areyaedland described.

211 Mape-k model

The IBM vision of autonomic computing implies thaéveloping self-managing systems
involves an intelligent control loop named MAPE (mtor—analyze—plan—execute) which
collects information from the system (i.e., throwggimsors); analyzes the information to make
decisions, and then adjusts the system where egfjtiirough effectors.
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Figure 3 IBM MAPE-K model

As depicted in figure 3 according to the IBM visi@n autonomic element implements a
control loop consisting of an autonomic managet dwentrols and represents the managed
element. The managed element could be a resouce @@U, database, a directory service,
web service, or a legacy system). The autonomicagemmonitors the managed element and
its external environment, and constructs and erscptans based on an analysis of this
information.

The MAPE-K model adopts an extrinsic approach oftiadling a system which is delegated
to the autonomic manager external to the systerenswpervision.

The approach envisioned in Bionets is closer tq, [ihere a system checks its own health
through a pervasive supervision, i.e., a type ahune system that continuously senses a
system and reacts and infers if pathological belraeccurs. If we consider the MAPE-K
model, the role of SNA is to build a supervisiorsteyn starting from the ties of Bionets
components (i.e., U-Nodes, T-Nodes) seen as al sacianunity.




2.1.2 Rainbow

The Rainbow architecture [18] aims to achieve tiseage and restoration of configuration

data in distributed autonomic systems. The basa id to use configuration snapshots to
restore the configurations of a system that haweqa useful within a given usage context of
the system.

Rainbow [19] is based on a so-called autonomicigardtion language named Neptune and
on the implementation framework Cloud.

The Neptune Scripting Language enables axioms, siolnd governance rules to be
symbolized within an introspective object framewalch that the individual constructs that
comprise a logical statement or assignment candtke mspected and modified without

recompilation at runtime

Figure 4 Rainbow Architecture

As stated in [19] & Cloud can be thought of as a federation of sessiand resources
controlled by a system controller and discoveregulgh a system space. In a distributed
system, oftentimes services and dependencies afapwith different configurations on
different systems. Systems based on the Cloud rarkecan interact with each other,
sharing and pooling resources for greater efficieraver a large deployment such as an
enterprise. Neptune objects are executed on dertmndgh an event model exposed by the
Clouds architecture yielding a powerful extensiplatform that is both wholly configurable
at runtime, and that can be modelled at runtime”.
Clouds interact by means of a shared distributed debrage that acts as a dashboard to
publish and to access information. Always referdad19] “at the centre of a Cloud is the
System Controller (SC), a distributed service ttwitrols access to and from the individual
services and resources that are within the cloute $C brokers requests to services based
on the system status and governance rules defineptune Objects”.
The Rainbow architecture of Figure 4 comprisedaoliewing elements:
System-layer infrastructure where the necessatgisyaccess interfaces are defined.
A system measurement mechanism, realized as praisgrves and measures
various states of the system. The system informatiay be published by or queried
from the probes. A resource discovery mechanismbeaqueried for new resources
based on resource type and other criteria. An tffemechanism carries out the
actual system modification.
Architecture-layer infrastructure gauges aggregafi@rmation from the probes and
updates the appropriate properties in the modemddel manager manages and
provides access to the architectural model of fstesn. A constraint evaluator
checks the model periodically and triggers adamtaifi a constraint violation occurs.




An adaptation engine determines the course of metia carries out the necessary
adaptation.
Rainbow provides an extrinsic additional contrgiaresponsible for monitoring and context
dependent restoration of system configurationsedplicit system model is used to interpret
and to classify monitored information on the cutrgystem state and its configuration. These
contexts should not be confused with situationfdrimation, as in the previous approaches,
since in this case an explicit notion of the enviment of a system is not given.

2.1.3 COoLV

Continuous On-line validation (COLV)[20] involveke monitoring and adaptive control of
already deployed services by exerting reactive @nodctive control measures that keep the
running service in check with respect to its norhifunctionality. The aforementioned
measures thus implement active validation polickas,dynamically adapting the running
service, e.g. by modifying its configuration, os ibperating parameters, or by installing
functional patches on the fly, etc. The range ofalyic adaptation policies that can be
applied to a service may be seen as a derivatigemice specifications, and each dynamic
adaptation action that is taken is in itself a sabpf on-line validation from that moment on.

Figure 5 COLV Architecture

The control loop variant of the COLV approach iswh in 5.

- Probes are generally small, constrained, non-ireagieces of code which get
installed in or around the target application systethey may inject source code,
modify byte codes or binaries, replace DLLs or otdgnamic libraries, inspect
network traffic, and/or perform other related tasksollect this information;

Gauges are responsible for interpreting data fluese probes, and generate semantic
events about the behaviour of the application—oftgrerating in an effective
hierarchy where higher-level gauges interpret agmjee events from lower-level
gauges;

Controllers receive analysis results from the gauged decide if and when to
coordinate one or more effectors to attempt a repai

Effectors apply reconfiguration or repair, usudllying or replacing an individual
component, or spinning up a new component, ashegetask(s) defined by relevant
controllers.




2.1.4 Kinesthetics eXtreme and Olives

The Kinesthetics eXtreme (KX) [21] approach usesegy specific effector concept that is
based on mobile code, called Workflakes. Accordioga task decomposition strategy, a
Workflakes process generates, configures, activgtasps of effectors, and coordinates them
towards actuating the desired side effects ontoriheing controlled system. Worklets are
code carrying agents that Workflakes selects axglfs, configures and dispatches onto the
target system, as a side effect of process stepsh BVorklet carries Java mobile code
snippets, and deposits them onto one or more tacgetponents, according to a
programmable trajectory. Once deposited, the elmcudf Worklet code is governed by
constructs that specify conditional execution, titjpa, timing, priority, etc. The agent
transport facilities and the code execution envitent are provided by a Worklet Virtual
Machines residing at all "stops" in a Worklet tcigey.

The KX approach has been continued in the Olivegept [22] and further it was developed
in [23] under the main keyword “system auditing¥/hat is novel in this work is the
employment of testing technology for the interptieta of monitored data and the
classification of fault states, namely the testtesys definition language TTCN-3 [23] .
TTCN-3 has been developed in the context of prdtpedormance testing and it combined
the classical notion of decision trees with intdmac triggered branching with procedural
elements for computations and data analysis. Iticodar, it defines means for the set-up of
distributed dynamic configurations for data cortiela systems and thus provides means for
self-adaptation of the auditing system.




3. Social Network Analysis and U-nodes

3.1 Survey of Social Network Analysis

A Social Network is a structure, whose nodes araegdly individuals, that shows
connections of some kind (e.g. e-mail exchangeyaiotance etc.) between the people in that
population. Social Network theory views social tielaships in terms ofiodesand ties
Nodes are the individual actors within the netwpeksl ties are the relationships between the
actors. There can be many kinds of ties betweemdtues: links can be strong or weak
according to the number of connections between s10tlee analysis of the flows between
nodes characterizes nodes as active, passive, peninaand transient. In its most simple
form, a Social Network is a map of all of the relet/ties between the nodes being studied.
The network can also be used to determine thelstaiégtal of individual actors, i.e. defined
as the utility associated with a person's locaitioa structure of relationships. These concepts
are often displayed in a Social Network diagramemhnodes are the points and ties are the
lines.

Social network analysts use the simple conceptsdes, ties and flows, to derive relational
matrices for everything for which connections exishey use two kinds of mathematical
tools to represent information about patterns e tbetween social actors: graphs where
vertices represent entities and edges represeantétaionships, and matrices where relations
between entities are labeled 0 or 1.

To understand networks and their participants, &ddetwork Analysts evaluate tthecation

of actors in the networ8]. Measuring the network location is finding thentrality of a
node. These measures give insight into the varnioles and groupings in a network -- who
are the connectors, experts, leaders, bridgestézbhodes, where are the clusters and who is
in them, who is at the core of the network, and vihat the periphery. The three most
popular centrality measures are: degree, betwesrmamescloseness.

Degree centrality is the number of direct connerstia node has. Social network researchers
measure network activity for a node by using thecept of degrees, which is useful to find
out the hub node. In betweenness or centralitypdens directly connected only to those
other nodes that are not directly connected to e#tudr. It is a centrality measure of a vertex
within a graph. The closeness centrality deals withmean geodesic (i.e., the shortest path)
between a vertex and all other vertices reachabta ft. Moreover the closeness nodes are in
an excellent position to monitor the informatioowl in the network; they have the best
visibility into what is happening in the network.

Each of the three approaches (degree, betweenoksgness) describes not only the
locations of individuals in terms of how close thaye to the "centre” of the action in a
network but they are the kind of data for which SNWAmost appropriate. For example
closeness can be regarded as a measure of howt lwitigtake information to spread from a
given vertex to others in the network while a nedin high betweenness has great influence
over what flows, and what does not, in the netwarkat the same time it could be a possible
single point of failure for the network.

Although Social network theory was born as a braofchocial science, it has been widely
used and explored in different fields that are Hasis of social networking sites e.g.,
LinkedIn [3], Orkut [4]: virtual online communitieshere people can get in touch with new
trusted contacts that share their interests (elgoffers). These networks add a component of
“trust” to contacts that are suggested to individuaecause such contacts can be reached
through a chain of “friend of friend” steps, i.through a chain of mutually trusted people.
Another way to exploit social network analysis astighlight the distribution of people’s
interests in a community and to see how they dater to people’s social relationships.




Social Network mechanisms are widely used to eefotooperation in P2P systems
especially to avoid selfish behavior among the @eén [5] the authors describe an example
of how to discourage selfish behavior and encourgeistic behavior in a file-sharing
application using an algorithm based on social biehaSocial Networks could be a useful
methodology to optimize the distribution of peevgdrkloads over the overlay network.
Tribler [6] is an example of social based P2P gharing which facilitates the formation and
maintenance of social networks, and exploits teetial phenomena for improved content
discovery, recommendation, and sharing. Triblamiextension of BitTorrent [7], which has
been one of the most popular P2P file sharing sy$be several years and it, according to the
authors, is able to address four important chaéeng

Decentralizationof the functionality of a P2P system across theousr peers
using Social groups which form a natural methodetiiciently decentralize P2P
systems as communication is mostly localized amogrgsip members.

To guarantee the availabilityf a P2P system as a whole using proven social
incentives such as awards and social recognitiofdcgtimulate users to leave their
P2P software running for longer periods, thus imjpmg the overall availability of the
network.

Integrity of the system and to achieve trashongst peers can be solved with a
social-based network, in which users actively helglean polluted data and users
can select trustworthy representatives

Network transparenclgy solving the problems caused by dynamic IP axidrs
NAT boxes, and firewalls. Social networks enablemownicating peers to
automatically select trusted mediators from the tmens of their social proximity,
who are still online; hence, the need for fixed ragts is eliminated.

3.2 Social Network Modelling in Bionets: U-nodes Ecosysm

An overall picture of the implications of applyi®N in Bionets could be explained in Figure
6 where the p2p music applicationdersound12] is used as a case study. In timelersound
scenario people in the Underground can upload amthikbad, with their mobile devices (U-
nodes), Creative Commons-licensed songs from lagabsitories (T-nodes) located at the
stations, and then exchange these songs with ¢laehduring their journeyJndersoundill
also allow people to send messages to each othetodsecome aware of music interests or
friends they might have in common. One of the edting aspects of this scenario is to
consider Social Networks from two different perdpas: the “community” of users using
the same serviceifdersounyland the community of U-Nodes able to providedérvice.

“Environment” of U-Nodes

Passing user \ , 4
downloads song \ ,

from T-Node \ 7 T-Node senses

\ 7 song on passing U-Node

\ b
[} e 0 o
° e © ©
T-Nodes

Figure 6 Social Network in the undersoundscenario




Both communities, users using the service and tidotles/T-Nodes providing it, could be
subjects for the application of Social Network Arsdé in such a pervasive environment
where the U-Nodes are part of an ecosystem. Thereftoey establish interconnected
communities of living organisms in which they maeagteraction with each other and with
the environment that they inhabit to ensure thivelst of the specific service they host.

Hence one of the main issues of applying Sociaidets in Bionets is to define appropriate

models that will capture social aspects in the eoafion of U-Nodes and that will lead to the
feedback phase, where run-time modifications to dytem are carried out automatically
when critical differences between the runtime bédrasf the system and the expected one
are detected. This could be achieved by inferrinigable social models reflecting social

aspects of U-NODE cooperation to obtain a new mamagt model. The results in this case
are threefold:

[1] To discover the network structure characterizedaltyvo-tier communication network
where nodes form connected islands of U-NODES aNDDES and in which network
operations will be driven by the services, providan “ad hoc” support when and where
needed to fulfill users’ requests. In this casénéeraction with the disappearing network
middleware carried by Task 1.2.4 is envisioned.

[2] To analyze the network structure according to SNameters to find out the social
network model the network is built on. SNA will based on the collection of the run-
time data provided by U-Nodes. For example, in #osmtext the metrics of Social
Network such as the concept of degrees is useffihdoout the hub node, the possible
point of failure for the network, etc.

[3] Dynamic adaptation: seen as an emergent behavieravwthe group ability is greater than
the sum of each individual acting alone. Even & tlapability of each node itself may be
very simple, the collective behaviors and the oVdtanctionality arising from their
interactions exceed the capacities of any indiidllaese higher level processes can be
adaptive, scalable and robust to changes in thgirament.

Starting from the analysis of the feedback provided applying SNA principles on
interpretation monitored data provided by U-Nodes apuld find out how networks form,
grow, evolve, and change.

3.3 Social Network and Social Network Analysis in Biones

Applying SNA in Bionets should lead to an innovatand autonomic management system of
the network overlay formed by U-Nodes and T-Nodesviging a particular service. The
starting point of how applying SN is to analyze do®peration between nodes; as in Bionets
direct communications between T-Nodes are not @tband that T-Nodes may communicate
only with U-Nodes in proximity, then it's clear whipr Social Network Analysis we
concentrate especially on the communication pamadigtween U-Nodes. Moreover T-
Nodes, as tiny devices, are supposed to be linmitddeir processing capabilities and unable
to perform any task to face any problem that mmite. For this reason all the autonomic
features are supposed to be addressed only by @dNa®] and as a consequence the SNA
outcomes involve basically the U-Nodes.

Obviously the result we envisage should be flexibled scalable to apply the same
mechanism to “environment of U-Nodes” belonginglifferent islands as a cascaded effect:
as U-nodes follow the motion of their carriers.(imobile users), when two U-Nodes get in
proximity and begin to communicate they are not patwo different islands but we could
consider them part of the same environment. TherréBult of this interaction is a sort of
“connection” of disconnected islands or, accordiogthe SNA definition, the network is
formed by cliques. Hence from a Bionets perspeciiveould be interesting to identify
through SNA how network structures evolved by tlygragation of smaller ones and
viceversa: cliques, n-cliques etc. A clique is h-sat of a network in which the nodes are
more closely and intensely tied to one another thay are to other members of the network.

$ [z



The Bionets islands are very similar to the cligieéinition, which could be extended to N-
clique, where N stands for the length of the pdibweed to make a connection to other
members in a sort of friend-of-friend chain.

3.4 Autonomic control loop based on social network moding
between U-Nodes

A model for control loop is mainly based on coliegtand analyzing variables containing
values of interest. The values of such variabbgether with constraints and relationships
among them provide possible states interesting fitersupervision point of view, and they
allow defining proper actions in some predefinedditbtons. The central issue is to establish a
management model for allowing the system to discoe itself the best solution
dynamically, in an autonomic way. We illustrate strepproach with the help of the
undersound.

In this scenario, the technical aspects of theract®n between nodes are in terms of
resource sharing and reliable transmission; thenvef consider this use case from a
management point of view, we could analyze the ramdperation based on the information
(service metadata) nodes exchange with each dtlargh the use of messages, which is one
of the interaction model implementation considemnedhe Bionets Service Architecture
[15].As described in [12] T-Nodes are located imxefl positions in the area
understudy/monitoring and collect context inforroatifrom the surrounding environment.
When in proximity, the upper-layer U-Nodes gathentxt information from the T-nodes.
U-Nodes are user portable devices such as PDAgpsmwr smartphones. They are more
complex and powerful devices than T-Nodes and ameed by people in their everyday life.
In theundersoundcommunications need to rely on contact opportemithat may arise during
the motion of U-nodes. Whenever two U-nodes atbéncommunication range of each other
they can exchange the information they carry. Tihfermation is described in terms of
service metadata collected when the user is engimgsdme transaction: uploading songs,
downloading songs or scanning for other U-Nodezoime.

From MAPE-K perspective the metadata collected titoss the knowledge used by the
analyzer to provide awareness of the external enmient; while the planner and executor
decide on the necessary self-management behasiwithbe executed through the effectors.
The Social Network Analysis used in this contexh#@fway between the analyzer and the
planner: starting from the opportunistic metadatzhanges, through the SNA techniques we
could analyze the network activity and as a consegg to plan some corrective actions when
necessary.

Figure 7 shows a logical overall picture of what @nvisage as autonomic control loop based
on social network analysis taking into account aigme of the Bionets Service Architecture
elements [15].
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Figure 7 SNA applied in Bionets in the  undersound scenario

As theundersoundshould work on top of the Bionets Service Framéw@SF) using the
facilities it provides, it makes sense to consiter service metadata into the Shared Data
Space (SDS) used by BSF for content delivery, isereontrol, message management.
Furthermore in our scenario the service metadataliscted when the user is engaged in five
types of transactions and then we suppose thatafabkem produces a message which carries
its own specific metadata described in [12]. Fd&e&gclarity we assume that messages have
the same name of the associated transactions listed/

[1] Uploading to a station access point

[2] Downloading from a station access point

[3] Downloading from another user

[4] Uploading to another user

[5] Scanning for users or tracks in range

The metadata carried by the aforementioned messageis charge of the Bionets Service
Framework and collected during the node cooperatidhared Data Space. The BSF should
provide the techniques to organize suitable viefvshe information collected in terms of
Social Network Data (i.e., the actors and the teglessary for Social Network Analysis. The
Social Network Data is usually represented by aespondence matrix M where:

M(i,J)) = 1 denotes the existence of a link betwékNode i and U-Node |

M(i,j) = 0 the absence of such direct connection

This correspondence matrix between nodes is génpersed by the SNA algorithms (figure
7) to measure network activity for a node and tedast a possible single point of failure for
the network or whatever parameters useful to medse node “fitness” .The fitness concept
is ongoing to be defined in Bionets [16] althougin the control loop purpose the fitness
describes the difference between the expectedranadliserved behaviour/performance of a
U-node.

The fitness could be considered as an endogenaigbleathat helps to measure functional
parameters both for the U-Node and for the islarzkiongs to; referring to thendersound




scenario a functional parameter for a single namlddcbe the number of songs successful
saved on a user’'s device while from the island gEstive this means to measure network
bandwidth consumed in order to download a songnThe usage of SNA in a control loop
means measuring the “social” activities of the UdN® using the result (i.e., metrics) to infer
corrective countermeasures at two different legfegsire 7):

the node itself triggering the autonomic features

the overlay structure of the network middleware.
The first aspect is strictly connected with the kvangoing on the Service architecture
addressed by [15] where one of the desired featsrée ability to dynamically change and
adapt service’s internal behavior according to amydification in the environment. The
situation when a node fails and “disappears” (amglicitly the services) corresponds to loose
The second aspect is more related with the workiethiout by the WP1.2 [12] where the
input from SNA could help to optimize the overlagtwork. The degree centrality, i.e. the
number of ties a node has, is useful to identify tlodes at the centre of the network (i.e.
Super Peer).
At the same time the Closeness centrality appreaehgphasize the distance of a node to all
others and it's useful to find out who are in ameadbent position to access the information
flow in the network.
Another metrics used in SNA, the betweenness,défulito establish the node with a 'broker’
role in the network. In this case, it is necessarlgave a complete picture of relations among
nodes which also helps to properly define and nreamany of the structural concepts of
network analysis e.g., the density of the netwdhe density is defined as the sum of the ties
divided by the number of possible ties; this measmmay give us the speed at which
information diffuses among the nodes.
At the same time the Closeness centrality appraaetmphasize the distance of an actor to all
others and it's useful to find out who are in amadlent position to access the information
flow in the network.
Most of the commercial or freely Social Network 8aire analysis like InFlow [9] ,
UCINET [10] or Pajek [11] consists of a graphwlireg tool and a certain number of
network analytic routines to calculate (simplejwork statistics (e.g., centrality) or more
complex (iterative) algorithms (e.qg., cluster asay.
They are also able to produce data that can beassegbut for other procedures, for example
data sets from UCINET could be exported to Pajékth&se tools are suitable for centralized
elaboration starting from the raw data matrix ceeinthat is, data required for analysis are
collections of one or more matrices. They are firgictly useful for the high distributed
Bionets environment although they could be a gaeadisg point for the implementation of
Social Network Analysis in a de-centralized enviramt.




4. Conclusion and future works

This deliverable describes a preliminary introduction the use of Social Analysis
methodology in Bionets project. The result of tHeASappliance should be used by the
selfrautonomic features of U-Nodes to infer the rayppiate reaction; it should also be used
by the Network Middleware under studying in Bionptsject to maintain the structure of the
overlay.

As SNA s strictly related to these two aspectdure work could envision a strict

collaboration with these two activities taking irgocount the possibility to include SNA as a
“service” of the Bionets platform. Furthermore drt activity could be to apply SNA as a
driver to mould the network to the services it ruasd services, in turn, become a mirror
image of the social networks of users they sertés $hould address explicitly the interaction
of the user with the communication system at theice level: the change in the network
paradigm will arise directly from the user behavior
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6. Terminology

AP-node
BIONETS
Service
SNA
T-node
U-node

Access point to existing network infrastuoe

BlOlogically-inspired autonomic NETworksdaBervices

A BIONETS architecture entity offering dees to users and other services
Social Network Analysis

Simple sensor nodes

Complex nodes offering services to users




