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SUMMARY

This deliverable presents an enhanced version of the network requirements and high-level architec-
ture detailed in D1.1.1. In particular, it provides a more formal description of the various concepts
involved, presenting a first architecture for the three kinds of nodes encompassed in BIONETS
systems. Also, architectural considerations on the interworking with infrastructured IP networks
are presented. Particular attention has been devoted to the inclusion of security features as a basic

building block of the system’s architecture.
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1 Introduction

One of the aims of the BIONETS project is to devise new scalable models for autonomic com-
munication systems, based on localized opportunistic information exchanges among heterogeneous
devices. This document presents a first architectural perspective on the BIONETS “disappearing
network” concept [1, 2], defining the system’s building blocks, their mutual relationships and their
role. BIONETS targets pervasive computing and communication environments [3], characterized
by the presence of myriads of embedded devices, used to gather environmental information lever-
aged by personal devices to run context-aware user-centric services. From the networking point of
view, such scenario presents two problematic features: scale (in terms of number of devices) and
heterogeneity (in terms of different features supported by different nodes). BIONETS tackles such
issues by providing a novel network architecture, based on localized exchanges of information upon
opportunistic contacts, and by dividing system devices into two broad categories, with clearly dif-
ferent roles in the system and technical features supported. This deliverable represents an attempt
to refine the concepts introduced in [4], while at the same time providing a first formalization of
the BIONETS disappearing network architecture.

The remainder of the deliverable is organized as follows. Sec. 2 introduces the terminology
used throughout the document. Sec. 3 defines some system-level requirements, based on a set
of application scenarios developed within the project. Sec. 4 introduces the BIONETS high-level
network architecture, detailing the different types of nodes, their relations and the support offered
to evolving services. The communications and networking framework is presented in Sec. 5. Sec. 6
analyzes the BIONETS architecture from the security viewpoint. Sec. 7 concludes the paper
outlining the most promising directions to be pursued in order to refine the presented network

architecture.

2 Terminology

2.1 Abbreviations
e AP: access point;
e U-Node: user-node;
e T-Node: tiny-node;

e DTN: delay-tolerant network.

2.2 Definitions

e User-Nodes (U-Nodes): complex powerful electronic devices with computing/communication/
storage capabilities, carried around by users (hence inherently mobile) and hosting services.
U-nodes interact with the environment through T-nodes, from which they gather information
augmenting context-aware services. Environmental data or service-specific code (in order to

enable service evolution) can be exchanged among U-nodes by proximity communications.
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PDAs, laptops, smartphones, GPS car navigation systems, car-to-car platforms represent

examples of U-Nodes.

e Tiny-Nodes (T-Nodes): simple, inexpensive embedded devices with sensing/identifying
capabilities. They act as an interface with the environment and are needed to provide context-
awareness to BIONETS services. They do not communicate among themselves but are just
read by U-nodes in proximity. They present minimal requirements in terms of processing,

storage, and communications.

e Access Point (AP): device presenting an interface for communicating with U-Nodes and
an interface supporting the TCP/IP protocol suite. In BIONETS, they are used to provide

internetworking capabilities between BIONETS islands and infrastructured IP networks.

e Opportunistic Forwarding: mechanism for diffusing information in a highly partitioned
network, based on the exploitation of “contact opportunities” between nodes in the system.
Opportunistic forwarding is based on localized interactions only and exploits mobility of the

nodes to ensure network-wide diffusion of messages.

e Information Filtering: mechanism for limiting the diffusion of data messages with low
information content. This is related to the fact that, in most context-aware applications,
context-related data looses its usefulness when being far (in both space and time dimensions)
from the originating context. Information filtering is an essential building block of data

management in BIONETS systems.

e Identifier: an identifier is a finite sequence of symbols of a given alphabet, used to identify an
entity within a set of entities. Identifiers have a scope (in space and time) which determines

the domain within which they can be used for identifying entities.

e Name: location-independent (i.e., with global spatial scope) identifier of a logical BIONETS
entity (in this deliverable: node). A name in BIONETS is constituted by a set of pairs
< attribute, value >. Names in BIONETS are intentional, i.e., they can be used by services
and applications to specify what they are looking for. Names in BIONETS are dynamic, i.e.,

they may change over time (equivalently: they have a limited scope in time).

e Address: location-dependent identifier (i.e., with local spatial scope) of a logical BIONETS
entity (in this deliverable: node). Addresses can be used for identification purposes only
within a two-hop neighborhood. Addresses in BIONETS are unique within a two-hop neigh-
borhood. Addresses have a limited scope in time. Addresses can be generated on-the-fly
according to a random procedure by each U-Node and by some classes of T-Nodes. Ad-
dresses are numeric sequences and can be dynamically bound to names. Addresses may be

used for performing one-hop point-to-point communications among BIONETS entities.

e Identity: globally unique identifier associated to each U-Node (and to some classes of T-
Nodes). An identity has global scope in both time and space. Being location-independent, an

identity is technically a name (even if we will use the two terms separately to avoid confusion).
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e Proxy server: application program which services the requests of its clients by making

requests to other servers.

e Security principal: any node in the BIONETS network architecture that can be authen-
ticated.

3 System Features and Scenarios Analysis

3.1 Introduction

The motivation for the BIONETS paradigm comes from novel usage scenarios enabled by per-
vasive computing/communication environments. Among the use cases defined within the project

consortium [4], four have been selected as representative ones [5]:

1. BIONETS aided guidance system — where a BIONETS type of system is used for context-

enhanced navigation,

2. Wellness — which is an application dealing with person-related sensor data, where smart
computing devices (U-Nodes) and sensor node (T-nodes) form a personal area network (PAN)

around an individual and may potentially cooperate with co-located PANs,

3. Virtual Guide in a pervasive computing environment focusing on “traditional” pervasive
computing as a starting point, where a devices around an individual form a PAN interacting

with each other as well as with the rest of the environment and

4. BIONETS for handicapped people and home nursing — which aims to integrate healthcare
related applications utilizing the BIONETS architecture.

These four scenarios do not have much overlap (except for some common points between the
wellness and the virtual guide ones) and thus are well representative for the whole set of proposed

scenarios. Based on these scenarios the service requirements have been analysed in [5].

The initial overall analysis including networking, architecture and business issues from the
thirteen original scenarios was also carried out during the first six months of the project and has

been documented in [4].

3.2 Required Features

The proposed use cases led to the identification of a significant number of distinguished features,
which represented the basis for defining the BIONETS system architecture. One particularity
which emerged was the wide diversity in requirements stemming from the various application
scenarios. This was particularly evident with respect to the location and mobility of T- and
U-Nodes. Indeed, depending on the scenario, the T-nodes may be stationary located indoor or
outdoor, they may move together with U-nodes or they can move with some other mobile object
depending on the application. Due to practical reasons there was a need to limit the amount of

options when progressing with the project.
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The following BIONETS specific features could be prominently observed in the proposed sce-

narios and need to be supported by the envisioned ”Disappearing Network” architecture.

e Devices Heterogeneity.
The BIONETS system is characterized by a large heterogeneity in the kind of devices taking
part in the system, presenting very different computational and communication capabilities.
The management of the heterogeneity shall be supported by the BIONETS architecture, e.g.,

by relying on local interactions between nodes.

e Scalability of the system.
While the scalability issue is not a prominent one within the scenario descriptions, we may
expect the amount of deployed T-nodes to be extremely large in the future, as well as the
number of different services running in the also numerous U-nodes. The use of local interac-
tions only for communications and of the information filtering mechanisms are envisioned to

tackle the scalability problem.

e Data exchange between nodes using proximity wireless technologies.
This is one of the core features of BIONETS, i.e. no end-to-end networking between the nodes
but instead direct localized information exchange between the nodes. Although many sce-
narios utilize Internet as a source of relevant information, the T-Node — U-node and U-node
— U-node communication is local in all these scenarios. This leads to the so called ”disap-
pearing network paradigm” where information is disseminated without requiring necessarily
end-to-end network connectivity. This is also a key feature for improving the scalability of

the system when it is compared with traditional architectures.

e Store-and-forward-type of data dissemination utilizing mobility of the U-nodes.
Several scenarios utilize the fact that U-nodes are mobile and can carry around data they
have read from T-nodes or received from other U-nodes to be utilized elsewhere or spread
further. Contacts among U-Nodes are opportunistically exploited to achieve system-wide
diffusion of messages. This is another aspect related to the previous item and is similar to
DTN (Delay Tolerant Networking) [6] technologies (but without the end-to-end addressing
aspect). Without this feature many of the scenarios would not work properly as mobility of
the data and opportunistic communication via U-nodes is one of the assumptions behind the

applications.

e Location-specific information distribution.
In some scenarios, information disseminated by T-Nodes has only relevance to nodes near
the source in terms of time and space domain. The sensor information could then be filtered
to avoid congestion and resource overuse. On messages which are produced by the U-nodes a
filtering solution which works dynamically and takes into consideration the requirements of
message dissemination range set by the services is needed. As an example, T-nodes measuring
human density inside could be installed into a museum located somewhere in a big city. Now,
a service running on U-nodes could control the network range of their advertisements of the

museum to the tourists according to the number of visitors and their position inside at the

Public 10



August 10, 2007 D1.1.2 Architecture and Requirements Refinements BIONETS/CN/wpl.1/1.0

4

moment. In this way, more tourists can be invited into the museum, being routed in such
a way to avoid “congestion” in front of some artworks and providing users with a better

experience while maximizing the revenue of the museum.

Self-organization of the nodes.

The complexity and dynamics in some of the scenarios seems to require a capability to make
the nodes able to react to a wide range of different situations as well as to minimize human
intervention, hence raising usability of the nodes in general and of the services running on
them. These requirements can be thought to be solved by giving the nodes the ability to
automatically organize themselves in a way which ensures that a node will react sanely to
all kinds of inputs coming from both the users of nodes and from the network. For the
node to be able to cope with the rapidly changing environment and make decisions on how
to proceed, it first needs to have a way to realize and identify the current situation. This
skill can be described as situation-awareness. It holds the ability to recognize changes in the
resources a node can have, e.g. amount of battery energy or usable network interfaces, as
well as the internal operating state of the node. It also includes the capability of discovering
and negotiating with the neighboring nodes to reach a distributed understanding on how the
nodes should behave in order to fulfill the needs of the services running on top of them. Also
to make better decisions about the situations, a node should have possibility to share its own

situation and enquire other nodes’ situations when necessary.

If a node has been able to recognize the current situation, it needs to be able to react in
a rational way, ensuring that the node will be in a living state at all times and does not
impede operations of the network. This function can be called as adaptation to contextual
situation. The adaptation process can be a complex one as there are several factors which
influence how the node should react. The hardware resources of a node can set a hard limit
on how a node can and could behave to cope with a change in its situation. The user of the
node can also instruct the node to adapt in a way which is more preferable to him/her. This
could mean the user could use different “profiles”, defining rules on how the node should
react to different situations, e.g. to save battery energy. In addition, the services running on
the node can have an impact on how the node works to fulfil the goals of the service. All
these abilities mentioned earlier need to work autonomously in a single node as no central
authority or similar is present in the BIONETS network. Still, when possible, the nodes
should engage mutual communication in their pursue to maintain the network in a working,

living state.

High-Level Network Architecture

In this section, we present the basic architectural concepts underpinning the BIONETS disappear-

ing network paradigm. We first introduce the three main entities in the BIONETS networks and

their mutual relations, along with a possible node architecture. Then, we describe their logical role

in the system, highlighting the support offered to BIONETS services.
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4.1 Nodes in BIONETS Networks

BIONETS systems are built around three types of electronic devices with computing/communication
capabilities: T-Nodes, U-Nodes and APs.

e T-Nodes are simple, inexpensive devices with sensing/identifying and basic communica-
tions capabilities. T-Nodes act as an interface with the environment and are used to gather
contextual information which is utilized by the U-Nodes in order to enhance the services
by providing context-aware features. T-Nodes do not communicate among themselves but
are just read by U-Nodes in proximity. They present minimal requirements in terms of
processing/storage/communications. T-Nodes are divided in four classes, depending on the
supported features [7].

The logical architecture of a T-Node is described in Fig. 1. Dashed boxes indicate optional
components, which may be present or not depending upon the class the T-Node belongs to
(see also D4.2 for an in-depth discussion of the security features required and supported).
Three interfaces are present. The first one is used to exchange messages with U-Nodes.
The second one (optional), is used for updating the T-Nodes services and operations (e.g.,
updating T-Nodes security credentials). The third one is used for connecting with the sens-
ing devices hosted by the node. A data processing unit is present, which performs basic
operations on sensed data, like, e.g., sampling and averaging. The (optional) data security
unit is responsible for performing all tasks related to ensuring the security of the data to be
transmitted (e.g., encryption, authentication, identification). The (optional) communications
security unit is responsible for ensuring that messages exchanged between U- and T-nodes
are of integrity, are authentic, and are confidential. The basic communication unit is respon-
sible for performing basic tasks such as: matching queries (in the case a pull mechanism is

supported), adding < attribute, value > descriptions etc.

e U-Nodes are complex, powerful electronic devices with computing and communication capa-
bilities. No stringent limitations on requirements are assumed for U-Nodes. PDAs, laptops
and smartphones represent examples of a U-Node. U-Nodes are typically carried around
by users and therefore are inherently mobile. Their mobility is exploited, in BIONETS, to
provide system-wide diffusion of messages. U-Nodes host services. They interact with the
environment through T-Nodes, from which they gather the contextual information neces-
sary to provide the users with services enhanced by context-aware features. U-Nodes may
communicate among themselves to exchange information, such as environmental data or
service-specific code (in order to enable service evolution).

The basic architecture of a U-Node is represented in Fig. 2. Compared to the T-Nodes
architectures, three additional modules are foreseen. The service execution and service com-
position units are meant to, respectively, perform the tasks required to execute a composite
service (also referred to as “service individual” [8]) and compose new ones starting from
atomic services (or “service cells” [8]). The security enforcement unit is concerned with en-
suring (i) integrity of data (ii) enforcing security policies (iii) ensuring security of BIONETS

services (iv) access control and related secure communications problems. Two logical commu-
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Figure 1: T-Nodes architecture. The dashed blocks indicate optional components, whose presence
depends on the particular class the T-Node belongs to.

nication interfaces (one to T-Nodes and one to U-Nodes) are present. They might correspond
to the same physical network interface (in the case a single radio technology is used to com-

municate with both T- and U-Nodes), or to two different ones.

e Access Points are complex powerful devices that may be used for (i) accessing IP-based
services by the BIONETS networks (ii) collecting environmental data (through BIONETS
system) from a remote IP service (iii) providing IP shortcuts among disconnected BIONETS
islands. APs are envisioned to act as prozies between BIONETS networks and IP networks.
The architecture of an AP is schematically represented in Fig. 3. A BIONETS AP presents
three mandatory interfaces and an optional one. A mandatory one is used for updates of
security components. The other two mandatory interfaces are communication ones. The first
one is used for communicating with BIONETS U-Nodes. The other one provides connectivity
to the infrastructure and supports the TCP/IP protocol suite. An optional interface may
enable communications between the AP and T-Nodes. The core of the AP is represented
by the proxy server unit, which handles the mapping and ensures consistency of the com-
munications between the IP infrastructure and the BIONETS island the AP is connected

to.

4.2 Relations in BIONETS Networks

BIONETS networks will be based on a two-tier network architecture [4]. The lower tier will be
constituted by T-Nodes, which will be used for gathering information from the local environment.
T-Nodes do not communicate with each other, but only with the U-Nodes nearby. U-Node-to-T-
Node communications, as well as U-Node-to-U-Node ones, are performed by means of proximity
wireless communication technologies. U-Nodes may possess a single physical wireless interface for
communicating with both T- and U-Nodes, or two different ones. APs will communicate with
U-Nodes nearby. The overall network architecture is depicted in Fig. 4. In such figure, the lowest
plane represents the spatial position of entities in the system, whereas the other two planes reflect

the hierarchical (two-tier) architecture.
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Figure 4: The BIONETS two-tier basic network architecture. The bottom diagram represents the
spatial position of the devices. The other two diagrams represent the T-Nodes and U-Nodes plane.

4.3 Disappearing Network Support for BIONETS Services

The BIONETS system is designed around a service-oriented network architecture, which aims at
offering a native support to the BIONETS services, as introduced in [5]. In this view, the aim
is to provide distributed self-evolving services with an effective support, given the constraints in-
herently present in BIONETS application scenarios (heterogeneity, resources constraints, mobility
and frequent disconnections etc.).

The BIONETS network architecture aims therefore at representing a lightweight, flexible plat-
form for supporting autonomic services. Given the final aim of integrating network and services in
the SerWorks vision [5], the network architecture has been developed in parallel with the service
architecture, to ensure their alignment, in view of a merging of the two.

An example is the proposed intentional naming system (see §5.2), which could be easily ex-
tended to services in such a way to natively support resources discovery (recognized as a key and
challenging task in the distributed and highly dynamic BIONETS environments). Another exam-
ple is the proposed message diffusion strategy (based on epidemics-like spreading of data), which
could be used to achieve, at the service level, unicast, multicast, anycast and broadcast communi-
cations. On the other hand, the BIONETS service architecture, based on loosely coupled service
components (called service cells in the BIONETS terminology) matches the transient nature of
BIONETS connectivity islands. In view of the long-term SerWorks integration, we envision that
all networking functionalities (as defined in both the present document as well as in [7]) shall be
integrated, as non-functional components, into the service architecture. An important role in such
integration process will be played by the interaction framework [9], which interfaces, in the current

architecture, the services with the underlying networking support.
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5 Communications & Networking Framework

5.1 Messages

Communications in BIONETS are based on the notion of messages. Messages are service data unit,
i.e., encapsulation of data items meaningful to a service. In general, messages will be much larger
than standard IP packets. (This is because single IP packets usually do not expose meaningful

data to the service layer.)

Messages will consist of a payload (or content) and metadata (expressed as a set of < attribute, value >
pairs) carrying the necessary information for the node to decide which operations should be un-

dertaken.

Communications in BIONETS are asynchronous and connectionless. Messages are treated as

datagrams, and the whole system can be thought as a message-switching engine.

5.2 Naming and Addressing

5.2.1 General concepts

BIONETS relies on names for identifying communicating devices. Names in BIONETS are inten-
tional [10] and are defined as a set of pairs < attribute, value >. Names are location-independent
identifiers, i.e., they have global spatial scope and do not change as the node moves in the system.
Names have limited temporal scope, i.e., they might change over time. All nodes in BIONETS
have a name. Names are not unique. Names can be used for taking decisions concerning informa-
tion/data forwarding. Their use, which complies with similar approaches in data-centric wireless
sensor networks [11], enables the construction of a content-based architecture (as opposed to con-
ventional IP address-based architectures). A special attribute field value, tag, can be used to

enable keyword-based queries support.

Nodes which are subject to trust and reputation systems (i.e., all U-Nodes and some classes of T-
Nodes, see D4.2) possess a unique static identifier called identity. The identity of a node has global
scope in space and time. It represents a fingerprint of the node, and it is expressed as a numerical
value. We assume that node identities are hardwired in the nodes by the manufacturer. Identities
are not used for taking forwarding decisions, and are not exposed to the network framework.

Identities are exposed to trust and reputation services only.

BIONETS encompasses also the use of identifiers with local scope in both space and time, that
are termed addresses. An address is constituted by a numerial value, which can be associated to
U-Nodes and to some classes of T-Nodes. Addresses are unique within a two-hop neighborhood.
Addresses are generated locally according to a random procedure, coupled with mechanisms for
resolving collisions [12, 13, 14]. The use of addresses is optional and is meant to provide bandwidth
savings in one-hop communications by using short numeric identifiers instead of long, expressive,

names.
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5.2.2 Identification of T-nodes

T-Nodes are identified through their name. We expect that the name of a T-Node will describe,
in an expressive way, the type of data it measures and the security mechanisms supported. As
an example, a T-Node measuring temperature may present name < dataType, temperature >. If
it supports encryption, its name may be {< dataType, temperature >, < encryption,on >}. A
T-Node may also present a < location, - > field indicating its physical location (for static devices
only).

In the case a push mechanism is used for T-Nodes-to-U-Nodes communications, T-Nodes shall
publish their data in a message containing the T-Node name. Such name can be used by U-Nodes
within communication range to filter the message and decide whether it is of interest to the running
services.

In the case a pull mechanism for T-Nodes-to-U-Nodes communications is used, U-Nodes will
include a description of the data they are looking for within a query message. Upon reception of
such message, the Basic Communications Unit of the T-Node will perform a match with the node’s

name. In case of a positive match, a reply message will be generated and transmitted.

5.2.3 Identification of U-Nodes

From the networking point of view, U-Nodes are identified through their name. In case the U-Node
is the personal device of a given person, its name can be related to the owner of the device. As
an example, the U-Node of John Doe, from the CS department of UCSB, could have name {<
name, JohnDoe >, < company, UCSB >, < department,CS >}. In case U-Nodes are personal
devices, names could be used as a user’s profile. This is similar to what proposed in Unmanaged
Internet Architecture (UIA) [15]. Some U-Nodes may expose names which include the description
of services they offer.

In order to save bandwidth, U-Nodes may use, for one-hop communications with other entities
already discovered, shorter identifiers with local scope in time and space. Such identifiers are
called addresses. U-Nodes support a procedure for generating randomly numerical identifiers, and
mechanism for resolution of collisions (i.e., capable of ensuring the uniqueness of addresses within

a two-hop neighborhood).

5.2.4 Examples

We will consider two cases. The first one concerns a U-Node querying nearby T-Nodes (pull
mechanism) for temperature data. The procedure is depicted in Fig. 5. In (a), the initial situation
is represented. There is a U-Node with name < name, JohnDoe > and two T-Nodes, one with
name < dataType,temperature > and one with name < dataType,pressure >. In (b), the
U-Node issues a query requesting temperature data, query(< dataType,temperature >), which
reaches both T-Nodes. In (c), the T-Nodes perform a match with their name. In (d), the T-Node
whose name matches the query content replies broadcasting a message containing its sensed data,
and the corresponding metadata < dataType, temperature >. The metadata will be used at the

U-Node interface for filtering incoming packets and passing it to the appropriate service.
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<name,John Doe>

<dataType,pressure>

query(<dataType,temperature>)

<dataType,temperature>

@ (b)

@ @

msg(<dataType,temperature>,..)
query.dataType! =my.dataType

o

query.dataType=my.dataType

© (d)

Figure 5: Example of a U-Node querying for temperature data and obtaining a query from one
nearby T-Node.

In the second case, we consider two U-Nodes getting within mutual communication range,
and performing an exchange of some data to be disseminated. This includes the generation of
addresses. The operations are depicted in Fig. 6. In (a) and (b) two nodes, with name, respectively,
< name, JohnDoe > and < name, LizSmith > get within mutual communication range and
exchange hello messages. In (c)and (d), the first node generates an address zxyyzz and sends a
message to < name, LizSmith > with its name and address. (We leave out for the moment the
procedure for address contention resolution.) In (e), the second node binds < address, zaxyyzz >
to < name, JohnDoe > and generates an address, let’s say gqwwee. In (f), it then sends a message
to < address,zxxyyzz > with its new address, which is then bound to its name. The two nodes

can then use only address fields to exchange messages.

5.2.5 Tagging

A tag is a relevant keyword or term associated with or assigned to a piece of information (like
picture, article, or video clip), thus describing the item and enabling keyword-based classification
of information it is applied to. Tagscan be used in BIONETS systems for text-based identification

of objects (not limited to nodes, but also to services and content).

Tagging provides some degrees of freedom and flexibility for users to provide description of ob-
ject which do not adhere strictly to the standard < attribute, value > pairs. Tags can be exploited
to perform keyword-based search, which shall be “less structured” than with < attribute, value >
pairs. In the naming framework presented in Sec. 5.2, tags can be understood as description of
unknown type. We may therefore introduce a simple rule for including tagging in the naming
system. Tags will be formally attached to an object as a pair < tag, zxyyzz >, where zxyyzz
is the tag associated to the object. Tags can therefore be transparently treated as part of names
and/or metadata associated to messages. The support of tagging is expected to have an impact
in facilitating the arising of BIONETS communities of users, enabling people to use tags in much

the same way they will get used to as in Web2.0.
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<name,John Doe>

O msg(<from,<name,John Doe>>,..) Q msg(<from,<name,Liz Smith>>,<to,<name,Jon Doe>>,..)

\ <name,Liz Smith>

@ (b)

O genAddress()
Q msg(<from,{ <name, John Doe>,<addressxxyyzz>}>,

Qiame,uz Smith>>,..)

© (d)

O bind(<name,Liz Smith>,<address,qqwwee>)

msg(<from,{ <name,Liz Smith>,<address,qqwwee>} ),
<to,<address,xxyyzz>>,..)
bind(<name,John Doe>,<address xxyyzz>)
?P} genAddress()

® e
(e )

Figure 6: Example of two U-Nodes exchanging data and using addresses for identification.

5.3 Data/Information Dissemination

In this section, we will review the fundamental requirements imposed by the scenario analysis and
features outlined in §3 on the data and information dissemination mechanisms, together with the

corresponding design choices made within the BIONETS framework.

Within the environment of Bionets, where connectivity is not guaranteed, data is lavishly
generated at the T-nodes while it becomes available at the U-nodes after the latter collect it by
the T-nodes they pass by. This data may concern a number of different services, and thus U-node
groups, as well as refer to a specific time- and space-bounded area. These inherent limitations make
the communication paradigm expected for Bionets differ from those in traditional wireless (and
connected) networks. Moreover, in the typical case, data in Bionets concern some characteristics
of the environment and are regularly collected by the T-nodes. In such an environment, traditional
communication services, as for example reliable and in order delivery of data, become meaningless

or difficult to be accomplished.
In BIONETS, no single point of operation should be expected (not a single set of param-

eters should be the most preferable one to achieve the best performance in the entire network
and for the network’s lifetime). On the contrary, the desirable performance goals vary over time
and space, as the network and its supported services are dynamically deployed. The data collec-
tion/dissemination mechanisms should be adaptable to the changes that may occur in the network
so that they cater to the newly introduced dissemination or data requirements.

Moreover, along with data collection/dissemination, there might be other processes running in par-
allel; some U-nodes may be informed of which nodes (or the area at which they may) acquire the
information they are interested in (e.g. through data advertisement). Data dissemination should

be capable of responding to requests that are based on the knowledge of the potential recipients
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of the information required and avoid wasting the limited network resources (especially when the
number of U-nodes interested in specific pieces of information is limited). To allow for the adapt-
ability of the data dissemination mechanism, data dissemination should be triggered by the output
of the other processes to route data accordingly in order to reach the interested parties efficiently

without flooding a large part of the network with unwanted data.

5.3.1 Data Collection

In contrast to the traditional networks, data in BIONETS are not generated at the part of the
U-nodes that intend to communicate them with a specific other U-node. Here, data are generated
at every spot a T-node resides and they may concern a specific service and/or a group of U-
nodes that are subscribed/interested in this type of information; such data may also have different
temporal and spatial characteristics (meaning that they may be valid within specific time or space
limits that might be different for different services). The acquisition of the T-nodes’ data by the
U-nodes, referred to as data collection, may be achieved through two modes of communication
targeting at minimizing the unnecessary waste of the limited T-nodes’ resources: the push or pull
mode. Under the push mode, T-nodes transmit their content every time there is an indication
of a U-node’s presence within their communication range. Under the pull mode, U-nodes choose
the T-node they are going to interact with in order to obtain the information they are interested
in. In either case, data collection follows a specific temporal and spatial T-node sampling pattern,
defined by the interaction between the T- and U-nodes that may depend on the density of the
T-nodes in the area, the density and mobility pattern of the U-nodes as well as the willingness
of the latter to participate in data collection. This sampling pattern plays a role in determining
the data availability at the U-nodes layer playing a crucial role in the effectiveness of and being

inextricably linked with the applied data dissemination mechanism.

5.3.2 Relaying and Filtering

The performance of data dissemination may be measured by the “quality” of the information that
becomes available to the interested users (e.g. availability and freshness that is affected by the
data propagation speed) and the overhead spent (e.g. wireless bandwidth consumption or number
of nodes involved, no matter if they are interested in it or not). The topology characteristics play
an important role in the performance of the dissemination mechanism; for instance, the density of
the U- or T-nodes is inextricably linked with the delay of accessing the information and delivering
it to the interested group of nodes. At the same time, the speed of the U-nodes may affect the
information propagation speed among the U-nodes interacting with each other. More specifically,
mobility is the main means for achieving both data collection and data dissemination in BIONETS
and demands that the store-and-forward policy of connected wireless networking paradigms be re-
placed by the store-carry-and-forward one ([16], [17], [18], [19]). While mobility constitutes one of
the main detrimental factors regarding the performance of data dissemination in most traditional
wireless networks, it is the necessary component that may guarantee data delivery in highly parti-

tioned networking environments. The dissemination mechanism in BIONETS is characterized by
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the opportunistic relaying of data between U-nodes that move around the area collecting oppor-
tunistically the data that is generated at the T-nodes’ layer; the collected data needs to be stored,
carried and forwarded upon U-nodes’ encounters. Both data collection and data dissemination are
opportunistic (there is no guaranteed connectivity between the U-nodes or between the U-node
and the data it seeks for in the T-nodes layer), mobility-assisted and interrupted processes. This is
an inherent characteristic of BIONETS implying that even in the ideal case where no bandwidth
or storage constraints existed, the setting of this new environment would unavoidably impose a
number of restrictions and limitations on the communication services that could be supported
(mainly with respect to the availability of data and the speed at which it is propagated).

Data dissemination includes a number of design choices that may be categorized as relaying choices
and filtering (processing) choices; the former correspond to a message-centric approach (and de-
termine which nodes are supposed to act as relays as well as the number of copies that are spread
in the network), while the latter to an information-centric approach (and determine the amount
of information to be relayed leading to time- and space-configured data). At this point, it should
be mentioned that this distinction might not always be clear; for example, a timestamp that de-
termines when to drop a piece of data might be determined on the basis of the expected number
of copies present in the network (message-centric approach) or the decrease in the importance of
the specific piece of data (information-centric approach).

Message-centric approach: The number of data copies that are allowed to be spread in the network
as well as the number of disseminators/forwarders that should be employed in the dissemination
procedure (along with their allowed forwarding actions) should be considered as the main tuneable
parameters of the applied dissemination mechanism in order to achieve the desired performance
goals. The fact that, in the general case, there are multiple expected U-nodes interested in the
data that is going to be disseminated and data may have time (and space) limitations leads to the
conclusion that single-copy dissemination policies are not expected to achieve satisfying perfor-
mance. What is more preferable within the BIONETS framework is a flooding-based mechanism
where all (or part) of the U-nodes assume the role of a carrier and a forwarder of data they receive
by their interaction with either other U-nodes or the T-nodes. In order to control the induced
overhead, only a specific number of data copies (say K) should be propagated among the U-nodes
in the network and each disseminator should have the right to make one or multiple forwarding
actions until this number of data copies is reached ([20], [21]).

Information-centric approach: Since the bulk of data that may be available at the U-nodes’ layer
may be extravagant, a process that complements data dissemination and is considered to be in-
extricably linked with it is data filtering. The filtering process aims at reducing the size of data
that is needed to be stored and carried by the U-nodes. The various techniques that could be
implemented for this purpose should take into account the characteristics of the data, such as the
length of the useful lifetime of the data (i.e., the period over which the data is expected to be
useful to a potential recipient) or the area out of which data dissemination would be meaningless,
in order to provide more efficient data storing and forwarding. Based on the above characteristics,
the data copies could be stamped with a TTL (Time-To-Live) field indicating both/either the

(useful) lifetime of the packet (a time counter) and/or the dissemination area (a hop counter) [22].
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One key requirement for engineering BIONETS systems is the robustness to nodes’ behaviour.
In centralized controlled networks, indeed, all the users have a common goal and the presence
of a centralized entity controlling all the operations guarantees that they operate according to
pre-established rules for the benefit of the overall system. Therefore, cooperation among nodes
may be assumed. Based on the collected information, the authority makes its own decisions
aiming at reaching an equilibrium to maximize the overall system performance. On the contrary,
the nature of BIONETS - large-scale system with distributed network functions and services
operations — may motivate a possible tendency of users to misbehave; users act independently and,
as a consequence, decisions are mainly driven by their personal interests. Cooperation here cannot
directly be assumed, neither at network nor at application level. Still, even though BIONETS may
be considered as an open non-cooperative system, equilibrium may be reached. To alleviate the
effects of non-cooperation appropriate mechanisms able to tolerate the presence of uncooperative
entities and cope with them effectively may be designed and implemented [23]. For example,
enhancements can be obtained both at the design phase when the parameters are tuned and/or
at the run time phase (when users run it) making the network/service mechanisms responsive and
adaptive to the changes on the degree of nodes’ cooperation.
Focusing on the network level only, the performance of the applied dissemination mechanism is
linked with the expected U-nodes’ behavior. This behavior may refer to the intentional or non-
intentional decision of a U-node to participate or not in the dissemination process. The intentional
non-participation in the dissemination process refers to the cases of misbehavior, selfishness or
non-cooperation; the non-intentional, non-participation in the dissemination process refers to the
cases of buffer limitations or energy constraints. The design of the data dissemination mechanism
should encounter the possibility of a non-cooperative environment or the technology limitations
of the U-nodes in order to fine-tune the parameters of data dissemination accordingly. The lack
of the U-nodes’ cooperation may delay the spreading of data within the network, since some data
copies may be discarded and not further relayed. To alleviate such inefficiencies, the increase on
the number of data copies to be propagated as well as the uniform distribution of the relaying
activities among the set of the U-nodes present in the network would improve the performance of
data dissemination (potentially aided by an estimation of the existing degree of cooperation in the
network)[24].

5.4 Information Filtering and Data Management

One of the key issues for enabling BIONETS-like systems is to devise efficient mechanisms for coping
with the scalability issues related to the traffic carrying contextual information. In BIONETS,
such information is gathered by T-Nodes and passed to U-Nodes in proximity, either in a proactive
fashion (“push” mechanisms) or in a reactive one (“pull” mechanisms). Due to the expected high
density of T-Nodes devices embedded in the environment, the system may generate extremely large
amounts of contextual information, which may disrupt the network if not adequately managed. It
is therefore mandatory to envision a mechanism able to limit the diffusion of data generated by T-
Nodes. In [19], such mechanism has been termed Information Filtering. The basic concept is that

contextual data looses its significance and usefulness (i.e., its information content) when moving

Public 22



August 10, 2007 D1.1.2 Architecture and Requirements Refinements BIONETS/CN/wpl.1/1.0

away (in space and time) from the area where it has been generated. In turn, the information
content of a message can be related, through standard information-theory tools, to the number of
bits necessary to encode it [25]. Ideally, we would therefore have a mechanism which shrinks the
size of the messages carrying contextual data as they travel within the network. The mechanisms
supporting information filtering should be distributed, i.e., implemented by each U-Node. The
local decisions on the level of resolution at which data needs to be kept should be done only based
on the metadata describing the data type and attributes. Various mechanisms can be encompassed,
ranging, e.g., from the simple threshold-based technique presented in [4] to more complex schemes

based on the multi-resolution properties of wavelet transforms or similar techniques.

Such mechanisms have to be coupled with means for effectively retrieving stored data. In
general, data will be stored in U-Nodes in the form of messages. Each message will be characterized
by a set of < attribute,value > pairs describing various metadata associated with the message,
e.g., the type of data contained, the source node etc. Messages will be filtered based on their
metadata and stored in an internal database, present at each U-Node. The filters may be used,
e.g., for blocking spam messages or for enabling communications only with trusted peers. Filters
are based on a set of matching criteria on the < attribute, value > pairs associated to the message.
A U-Node can also access and modify a subset of the message metadata. This includes, e.g., the
number of hops traversed by a message or the number of its copy already disseminated in the

system.

5.5 Interworking with Legacy Networks

The two-tier network architecture of the BIONETS project aims to enable adaptive and evolving
services on top of two major classes of devices: T- and U-Nodes. BIONETS systems are meant to
work without requiring the presence of any infrastructure. Further, they do not assume backward
compatibility with legacy IP systems. Notwithstanding, we aim at providing the necessary features
for ensuring BIONETS systems can leverage existing IP infrastructure for achieving enhanced
service. At the same type, such mechanisms should enable IP-based services to access BIONETS
islands to gather environmental data. This represents a partial form of interoperability, which may
be enhanced in the future.

Summarizing:

e BIONETS systems do not rely on any infrastructure for functioning and performing the

expected tasks;

e BIONETS systems can opportunistically exploit the presence of infrastructure-based IP net-

works for enhancing the quality and range of offered services;

e Legacy services can leverage BIONETS networks for collecting environmental data.

The internetworking capabilities with infrastructured IP networks and services are provided by
BIONETS Access Points. A BIONETS access point presents the following set of features:

e it shall enable internetworking between BIONETS and legacy IP networks;

Public 23



August 10, 2007 D1.1.2 Architecture and Requirements Refinements BIONETS/CN/wpl.1/1.0

e it shall work on the U-node plane in BIONETS network as the U-nodes carry and forward

the traffic generated by the services running;

e it shall have at least the same networking capabilities as the U-nodes in order to be interop-

erable with the U-nodes;

e it may have methods for advertising its presence to U-nodes (e.g., by means of beacon mes-

sages);
e it shall have a modular design to support different protocols running in the IP networks;

e it should not create too much extra traffic in the BIONETS network because the U-nodes

are battery-wise more restricted than the AP;

e it shall have a fairly large amount of persistent memory for data buffering over long periods

of time;

e it shall have the necessary CPU power to cope with the traffic flow without congesting or

dropping information.

As detailed in §4.1, APs operations will rely on the presence of a proxy server able to decouple
the operations on BIONETS networks (which will be handled through an interface which allows

communications with U-Nodes, as shown in Fig. 3) from the ones on IP networks.

The following two additional assumptions are made:

e APs are static;

e APs have always-on IP connectivity to the Internet.

While these two assumptions may appear to be limiting (and, in particular, they do not enable
the use of APs for internetworking with legacy DTNs, see Appendix A), the main focus is here
on providing BIONETS the possibility of leveraging existing IP infrastructure to provide a better

service.

APs may advertise their presence by broadcasting beacon messages. A U-Node passing in
proximity of a BIONETS AP can decide to register with it, generating an address which will
be bound to its name. A registered U-Node will be able to communicate with the IP world
only when within communication range of the AP.! If the U-Node moves out of the AP range,
communications will be broken. Conversely, IP-based servers can access local data by sending a
query to the AP, which will then translate the query and send an analogous one to the U-Nodes
passing by. The IP infrastructure can also be used for building shortcuts (i.e., BIONETS tunnels)
for connecting different islands of nodes. In order to achieve the latter functionality, a service
for location management of the APs is needed. In particular, we may assume that all BIONETS

APs shall run a service, supporting query resolution for location management and providing the

IFor the moment, we decided to avoid the possibility of exploiting spreading of AP-generated or AP-destined
messages on the U-Nodes plane. This is in-line with the BIONETS philosophy, which encompasses APs as optional
elements, which provide “virtual contacts” among disconnected away islands.
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Figure 7: Graphical representation of the BIONETS network architecture, encompassing AP for
leveraging IP infrastructure.

necessary means for establishing a connection among two BIONETS APs. Such service will build
an overlay network, which will be used to route message among BIONETS islands. More details

on the interworking with infrastructured IP networks can be found in [26].

6 Integration of Security Framework

This section reviews the emerging BIONETS high-level architecture and the security requirements
we identified in deliverable D1.1.1 [4]. For completeness we summarize identified security require-

ments and briefly discuss how the current architecture complies with them.

6.1 Security Requirements

This section distinguishes the following three main security principals in the BIONETS network
architecture: T-Nodes, U-Nodes and Access points.
The following subsections enumerate the security requirements of the above listed principals.

For a detailed discussion of these requirement and for details of their derivation please refer to
deliverable D4.2 [27].

6.1.1 T-Nodes
This subsection lists and explains relevant security requirements for T-nodes.

Identification: In some application scenarios, identification mechanisms to enable specific secu-
rity capabilities (e.g., authentication or reputation collection) are inevitable and are thus

required.
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Authentication: Some application scenarios require some proof of identity. These include the
application of possible device updates, the accumulation of reputation data, or the collection

of mission critical T-node readings.

Access Control: Access control on T-nodes is an optional requirement, applicable to scenarios
in which access to resources of the T-node or the T-node itself should or must be restricted.
However, as soon as a node supports any update functionalities access control is required.

Thus, we currently consider access control as an optional security feature of a T-node.

Integrity: The discovery of node manipulation is almost impossible and to implement tamper
proof hardware is very costly. Although we may think of T-nodes which have similar charac-
teristics as the secure application module (SAM) and hardware security module (HSM) on

currently available smart-cards [28], we see hardware integrity as an optional requirement.

It may however be possible to secure the integrity of some parts of a T-node such as data

stored on the node [29]. For a more elaborate discussion we refer to deliverable D4.2 [27].

Cryptography: Integrity and authorization mechanisms will require some cryptographic means
to accomplish their tasks. Thus, cryptographic mechanisms are already a requirement for
nodes which need to comply with the requirements discussed in the last subsections. Here, it
has to be emphasized that cryptographic algorithms will be an optional feature of T-nodes

and are not required a priori.

Key Exchange and Distribution Mechanisms: For secure communication with resource re-
stricted devices symmetric key cryptographic algorithms are currently of first choice, because
of their simplicity and execution speed. Thus, it is nearly inevitable to have key distribution

mechanisms in place or to use key exchange mechanisms to establish session keys.

Bi-Directional Communication: For almost all the security requirements mentioned so far,
bi-directional communication is needed and thus becomes a requirement for T-nodes with

enabled security mechanisms.

Communication of Security Capabilities: As technology is expected to advance rapidly, we
can soon expect T-nodes with a vast variety of capabilities and applications. As a con-
sequence, T-nodes will be able to perform very different security functionalities. Therefore
requirement for a T-node is the provision of mechanisms which can communicate the security

capabilities to U-nodes.

Update Capabilities: The past has shown that updates for security mechanisms are crucial.
Hence, an update capability is a requirement for T-nodes. However, this T-node requirement

should depend on the quantity and task of the specific T-node type to be employed.

Availability Despite all the security measures which may be implemented in a T-node, the data
delivered by them must still be available to eligible nodes. Additionally, security mechanisms
in T-nodes should not cause high latencies on the processing and transmission of data and
on the access to the node itself. In the presence of active T-nodes it is also very important

that security features do not impose large overheads.
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6.1.2 U-nodes

This subsection lists and explains relevant security requirement for U-nodes in BIONETS.

Identification: U-nodes will be subject to trust and reputation systems, they will serve to share
resources with other connected U-nodes, initiate secure connections, etc. Most of these tasks

will require some globally unique identifier to achieve secure operation.

Authentication: There are several scenarios in which authentication with/of a U-node is re-
quired: a user may need to prove its identity to be able to use the node with a specific
role. In BIONETS U-nodes themselves may also need some means to authenticate to other

U-nodes. Services may require U-node authentication.

Access Control: As discussed in the last section a U-node will require access control mechanisms
for the following four logical entities in BIONETS:

Users. The U-node will provide an interface for regular user-node interaction 2

Services. Services executed on a U-node may need access to specific resources of a U-node,
e.g., memory.
T-nodes. Depending on the security policy under which a U-node operates it may also be

required for a U-node to control access of or to T-nodes.

U-nodes. One concept in BIONETS is cooperation between U-nodes. Many scenarios are
possible in which nodes may interact to achieve a certain goal. Sharing resources between

U-nodes is one of these examples and requires access control.

Integrity: If talking about node integrity at the U-node level we can think of host based intrusion
detection systems. Light weight intrusion detection systems, which are at least able to
discover the unauthorized modification of system files, may be required for some U-nodes,
e.g., when processing highly sensitive data. We consider this requirement to be weak and
optional for nodes with specialized functionalities. The integrity of data stored on a node

(including services) has another focus and will be discussed in [27].

Cryptography: Also for U-nodes cryptographic primitives are required as they will be needed

for an implementation of authentication, access control or integrity functionalities.

Key Exchange and Distribution Mechanisms: May be required if U-nodes decide to set up
efficient secure channels with other U-nodes, APs, or T-nodes and do not want to use locally

stored credentials.
Again, in this case we assume the use of symmetric encryption algorithms for sessions.
Bi-Directional Communication: Comparable to subsection 6.1.1 almost all the security re-

quirements above require bi-directional communication. Only difference to T-nodes is the

fact that we do not consider two way communication to be optional.

2Please note that such interface is not shown in the U-Node architecture in Sec. 4, where the focus is on the
components relevant from the networking point of view. Same applies to the AP architecture as well.
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Secure Execution Framework for Services: A secure execution framework for services is a
strong requirement for U-nodes as they face evolving services, services which may show
arbitrary behavior, combinations of locally running previously unknown instances of services,

etc.

The secure execution framework for services is required to

e protect the U-node from malicious services
e protect other services from malicious services

e ensure secure service combination

Provide Security Functionalities: Every U-node is required to have a set of primitives and
protocols isolated from the general service architecture to ensure a permanent availability
of correctly working primitives and protocols. Consequently, the U-node must provide an

interface which offers access to these functionalities.

Communication of Security Capabilities: Comparable to T-nodes, U-nodes must be able to
communicate their security capabilities to other U-nodes. It is also required that a U-node can
communicate the number and type of security mechanisms available to the services running

on the node.

Update Capabilities: A U-node must offer the possibility to update its built-in services and
credentials. Otherwise outdated or compromised security mechanisms may prevent secure

interaction.

Availability: Security functionalities implemented on U-nodes must ensure that they do not
restrict eligible nodes from using the offered services. This implies that these mechanisms do

not become a single point of failure and turn whole collections of nodes or services inaccessible.

Security features are also required to not impose large overheads as far as power consumption,

storage requirements, and bandwidth are concerned.

6.1.3 Access Points

Identification: Access points will be used to connect several BIONETS islands, to provide envi-
ronmental data to IP based services, and to access IP based services from BIONETS nodes.
Additionally, they will support the security framework in BIONETS. For all these applica-

tions authentication is needed and thus identification mechanisms are required.

Authentication: As mentioned above authentication will be required. It is especially relevant to

enhance the security framework.

Access Control: Access points will require access control mechanisms for the following five logical
entities in BIONETS:

Users. APs will provide an interface for user interaction (e.g. super user access for config-

uration).
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Services. Although it is not foreseen that BIONETS services run on a AP we allow for their
access control. This is not an additional burden as APs will need to control the access
of the BIONETS proxy server anyway but APs will also provide dedicated services, e.g.,
for the trust and reputation framework. In order to ensure their secure operation we

consider access control for services on APs as a requirement.

T-nodes. Depending on the security policy under which an AP operates it may also be

required for an AP to control access of or to T-nodes.

U-nodes. Depending on the security policy under which an AP operates it may also be

required for an AP to control access of or to U-nodes.

Access points. To control access to or from the BIONETS island from or to another
BIONETS island (specified by the security policy), the AP may need to support ac-

cess control.

Other IP hosts. Although not being part of the BIONETS architecture, access of other TP
hosts to the AP as well as to the BIONETS island the AP is connected to has to be

controlled.

Integrity: Light weight or regular host-based intrusion detection systems may be required for
APs especially if they constitute a backbone for the support of security framework. In case
of a detected compromise they should disable the BIONETS proxy and do not support

connectivity anymore.

Cryptography: For APs cryptographic primitives are definitely required. APs are foreseen to

support the security framework and they will need at least some means for authentication.

Key Exchange and Distribution Mechanisms: Will required if APs decide to set up efficient

secure channels with U-nodes or T-nodes and do not want to use pre-distributed keys.

Bi-Directional Communication: As APs are one level higher in the logical BIONETS hierarchy
than U-nodes and in order to be able to support all security mechanisms that U-nodes can

offer, APs also have to support bi-directional communication.

Secure Execution Framework for Services: A secure execution framework for services is only
a weak requirement for APs. Although it may be possible to execute dedicated BIONETS
services on APs (e.g. reputation aggregation services) they will definitely not be part of the

service evolution, combination, etc.

Communication of Security Capabilities: As in the T-node and U-nodes case, APs must be

able to communicate their security capabilities to other BIONETS nodes.

Update Capabilities: APs must offer the possibility to update their built-in services and cre-
dentials. Otherwise outdated or compromised security mechanisms may prevent secure in-

teraction.
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Availability: As APs are an logical entity in the BIONETS architecture which basically comple-

ments the general functionality, availability of APs is not crucial.

In any case, security functionalities implemented on APs should not become a single point

of failure and turn whole collections of nodes or services inaccessible.

Security features running on APs are also required to not impose large overheads for the

nodes it is communicating with.

6.2 High Level Security Architecture

Following the collection of the security requirements for nodes in the BIONETS architecture,
this section describes how the security framework integrates and how it accounts for the above

requirements.

Please note that this section only tries to reflect the basic security framework which is elaborated
in deliverable D4.2 [27].

6.2.1 T-nodes

In this section we refer to T-node classes. For their elaborate description and the explanation of

the meaning of these classes and their security capabilities we refer the reader to [30, 26].

Identifiers for T-nodes as described in section 5.2 are neither unique nor globally valid. Thus,
they are neither useful for authentication purposes nor for applications such as trust and reputation
system. However, we assume that for higher T-node classes, such as class B.y to D.y T-nodes,
there will be nodes, which can be associated with a unique identifier. This identifier will be stored
in some memory on the T-node. The data security unit (DSU) together with the communication
security unit (CSU) will enforce a security policy (see figure 1). For example, you may imagine that
an unauthenticated U-node tries to access the identifier of a T-node with a read operation. The
security policy on the node, however, can require that only authenticated and authorized nodes
are able to read this information. In this example, the privacy of the user would be protected.

Accordingly, the node would deny access if the security requirements are violated.

Any authentication task of the T-node will be conducted by the communication security unit
(CSU) which is the second and last component which has direct access to the credentials of the

T-node, including its identifier.

The access control concept for data has been explained above. The access of other entities, for
example to update the T-node with new primitives or credentials or to query data from the T-node

through its network interface, is controlled by the CSU.

It is hard to illustrate the realization of hardware integrity in a picture. However, in deliverable
D4.2 [27] you can see, that data, security primitives and protocols are stored in different modules
of the node. Optionally, such modules may be placed in SAMs or HSMs as described in [28].

As we have just explained, cryptographic primitives and protocols will be stored on the node.
Their type and variety are application dependent. They will be used by the CSU and DSU to

comply with the T-node and application specific security requirements. Consequently, for each
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scenario, it is required to determine a minimal set of these primitives and protocols. Clearly, it
is impossible to design cheap T-nodes which comply with all these sets. Additionally, there may
be services which have not been foreseen in the design phase and which require totally different
security mechanisms on a T-node. In work package four, task 4.3, we are currently developing
a model which tries to overcome this problem. It aims at a set of a fixed number of low-level
primitives (such as permutation boxes, addition in GF(2), substitution boxes, etc.) able to realize
a large variety of higher-level security primitives (such as RC5, DES, AES, etc.) and protocols

(such as key exchange or authentication protocols).

Using these cryptographic primitives and protocols the CSU of a T-node is also capable to run
key exchange protocols. Again, the type of this protocol is dependent on the protocol and primitive

suite stored on the node.

Non-volatile memory units on a T-node, which may also be secure unit such as SAMs or
HSMs, will allow for key distribution mechanisms which store a key or a set of credentials in
the deployment phase of the T-node. T-node classes A.0 and A.1 do not offer a bi-directional
communication interface. However, neither of these classes support the above mentioned security

protocols. Thus the T-node architecture accounts for bi-directional communication.

The communication of security capabilities is accomplished by the CSU which uses data stored

on the node, containing information about the available security primitives and protocols.
An update interface which is controlled by the CSU enables update capabilities of the node.

Awailability can not be illustrated but is a design feature which should ensure smooth operation.
As an example, this requirement has to be kept in mind when selecting a protocol suite for the

T-node. The same holds for all other node types.

6.2.2 U-nodes

As discussed in section 5.2 U-nodes will possess an identity, as they will be subject to a trust and
reputation system. As in T-nodes, this identifier will be stored in non-volatile memory which is
secured by the so called Security Enforcement Unit (SEU). Protection in this context means that

the unit controls access the data of the node.

The SEU (also see Fig. 2) is basically a logical high-level component which also contains a
communication security subunit (CSSU) as we find it in T-nodes. For consistency this subunit
also conducts authentication tasks. By means of the SEU, the CSSU has access to the required

credentials and security primitives and protocols of the node.

The implementation of access control mechanisms in a U-node is more complex as more inter-
acting entities are involved. However, to keep this description as generic as possible we can indicate
that the data security subunit, the communication security subunit (CSSU), and the service se-
curity subunit (SSSU) in the SEU are responsible for policy decision and the policy enforcement
subunit (PESU) for policy enforcement. These are the basic building blocks of access control. For

more details refer to [27].

In the near future we can not realize a U-node in which we can ensure full hardware integrity

as this would be far too expensive. Parts of a node may be protected however. Some mechanisms
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were already mentioned in the last subsection. To detect compromises of a U-node or U-node ma-
nipulation through malicious services, users, or connection from other nodes a host based intrusion

detection system may be employed. This could be implemented as a special type of service.

Implementations of cryptographic primitives and protocols will be stored on the U-node in non-
volatile memory which is accessible by the security enforcement unit to accomplish miscellaneous
tasks. As the node will also have to provide security functionalities to services running on the node
the SSSU allows for the enhancement of existing services with security primitives or protocols.
Security protocols and security primitives are not subject to service evolution. This allows the use

of functionalities with specific security characteristics.

As in T-nodes and as described above, U-nodes are endowed with the required functionalities

to run key exchange protocols and to make use of key distribution mechanisms.

Not only the latter functionality will require interfaces capable to provide bi-directional com-

munication. As described in section 4.1 U-nodes are equipped with such interfaces.

The control over the execution of services is eminent in BIONETS. Services are similar to active
code, they are modified autonomously and they combine with other services from the network to
name just some characteristics. Thus, a secure execution framework for services is realized by
running code in an isolated environment which has to forward any access to data, network, other
services, etc. through the SEU. Even service composition is controlled by the SEU. In this way we

have a static as well as dynamic mechanisms in place to ensure execution.

Also U-nodes store the information about security suites installed. This data enables U-nodes

to communicate their security capabilities to other nodes.

Likewise, U-nodes offer update capabilities via an update interface. All update efforts are

controlled by the SEU to avoid unauthorized access.

6.2.3 Access Points

As mentioned in section 4, APs will basically offer the same functionalities as U-nodes. Main
architectural difference is the nonexistent service execution unit. Thus, if you need more details

than provided by the explanations below, please refer to the last subsection or to [27].

Comparable to U-nodes, access points will store identifiers. They can be equipped with more
than one identifier which can be used in different contexts, e.g. authentication with IP hosts, other

APs, U-nodes, and T-nodes, respectively.

The authentication tasks required in APs will be conducted in the SEU of the AP (also see
figure 3).

Also the access control mechanisms will be conducted by the SEU. Only difference to the U-
node case are the entities we provide access control for (e.g. U-node do not have to provide access

control mechanisms for IP hosts).
Similar integrity mechanisms as in U-nodes can be employed. In fact, one may think of employ-
ing more rigorous intrusion detection and prevention mechanisms as the node is directly exposed

to Internet traffic.
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Cryptographic primitives and protocols will be stored on the AP in non-volatile memory. Access
to this memory, including updates, will be controlled by the SEU.

APs will support public key cryptosystems and key exchange and distribution mechanisms.
Appropriate protocols are stored on the U-node or are applied in the deployment phase.

As described in section 4.1 APs are equipped with bi-directional communication interfaces for
U-node and T-node interaction as well as for communication with other IP hosts.

We foresee the execution of dedicated services on the AP, e.g. services supporting the trust
and reputation system. As these are dedicated services we ensure secure execution for services by
applying the same checks as provided by U-nodes before we deploy the service in the AP.

Also an AP will be able to communicate security capabilities to other BIONETS entities by

using the information about its capabilities stored on the AP.

Update capabilities of APs are provided in the same way as in U-nodes.

6.3 Conclusion

Based on the requirement collection which was extended to access points we developed a secu-
rity architecture which complies with these requirements. This section discussed why specific
requirements are relevant for specific node types. We outlined how these requirements could be
implemented on a node level. Given that the network is still subject to research and as we expect
more refinements to occur the security framework can not be a final structure either. It will rather

develop with the network architecture in parallel.

7 Outlook and Next Steps

In this deliverable, we have presented an enhanced version of the system requirements and disap-
pearing network architecture presented in [4]. Particular attention has been paid to the integration
in the architecture design of the required security features.

The proposed network architecture is aligned with the BIONETS service architecture detailed
in [5]. The next logical step shall be the merging of the two architectures into an integrated
SerWorks (i.e., Services + Networks) architecture. This involves the design of a flexible, lightweight
architecture able to support (self-evolving) service-oriented operations in the BIONETS framework,

characterized by features such as node heterogeneity, disconnected operations and nodes mobility.
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A Interworking with Legacy DTNs

APs were introduced to enable BIONETS to opportunistically leverage IP infrastructure. At the
same time, we can imagine a situation in which BIONETS islands of U- and T-Nodes coexist
with legacy DTNs [6]. Such networks employ the store, carry and forward paradigm, but are not
compatible with the BIONETS communication paradigm with respect to data collection (com-
munication with the T-nodes) and service-specific data dissemination (dissemination protocols
employed by the U-nodes). It may be therefore of interest to address the interoperability issues
arising in such framework. In particular, such possibility was not foreseen in the original project
scope, and appeared only during the preparation of this report. It is indeed clear that APs, as
defined in the deliverable at hand in terms of supported functionalities and architecture, are not

suitable for performing such task.

In particular, when considering interworking with legacy DTNs, the following issues have to be

accounted for:

e BIONETS systems could opportunistically exploit the presence of DTNs for enhancing the

speed at which the message dissemination process takes place;
e BIONETS messages may be encapsulated in DTN bundles;

e Being address-centric, DTN architecture will not provide the filtering of information per-
formed by U-Nodes;

e DTN security architecture may not be fully compatible with BIONETS security mechanisms;

e Legacy DTN systems could leverage BIONETS systems to efficiently gather context-augmenting
data;

e Legacy DTN systems could leverage BIONETS systems to increase the diffusion speed of

messages.

Adding to BIONETS another class of devices (probably some sort of enhanced U-Nodes) for
handling interoperability with legacy DTNs may provide the system with the opportunity of ob-
taining a faster dissemination of messages. At the same time, it could enable DTNs to profit from
the peculiarities of BIONETS systems. On the other hand, there are non-trivial technical issues
to be addressed; therefore we decided for the moment to leave such interoperability issues out of
the scope of the workpackage activities and focus on the more prominent aspects of the BIONETS

network architecture.
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